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ABSTRACT There has been a progressive development in the synthesis of Information and Communication
Technologies (ICTs) in power networks recently. ICT systems have become a vital part of every aspect
of our daily lives and its integration into the electric power system has become paramount. ICTs support
efficient incorporation of activities of all stakeholders of the power system to certify a more cost-effective
and sustainable power system. The power system will exhibit intelligent monitoring and control, bidirectional
communication between stakeholders and power system elements, security and safety of supply and
self-healing qualities. However, asides from the vast benefits ICTs, their implementation within the power
network come with some drawbacks which include element failures, failures due to interdependencies as
well as vulnerabilities to cyber-attacks. These drawbacks can impact the reliability of the power network
negatively. The objective of this paper is to investigate the impact of ICTs integration on the reliability of
power networks in terms of empirical validation of standard reliability indices. This study groups the findings
into four perspectives, including the effects of cyber power interdependencies, ICT infrastructure failures,
cyber-attacks and environmental conditions. As expected, results show that failures and maloperations in
the ICT network have adverse effects on system reliability and careful considerations need to be made to
dampen these shortcomings.

INDEX TERMS Cyber power networks, cyber-physical systems, ICT, power system reliability, smart grid.

NOMENCLATURE DoS Denial of Service
ADN  Active Distribution Network DR Demand Response
CEM  Consequent Event Matrix DSM Demand Side Management
CI Customer Interruptions EDNS  Expected Demand Not Served
CML  Customer Minutes Lost EENP  Expected Energy Not Produced
CPI Cyber Power Interdependency EENS  Expected Energy not Supplied
CPIM  Cyber-Physical Interface Matrix EFLC  Expected Frequency Load Curtailment
CPS Cyber Power Systems/ Cyber-Physical System EMU Energy management unit
CPU  Central Processing Unit FACTS Flexible AC transmission systems
CT Current transformer FMEA  Failure Mode Effect Analysis
DEEI  Direct Element-Element Interdependency FOR Forced Outage Rate
DER  Distributed Energy Resources HREC  Hormozgan regional electrical company
DG Distributed Generation ICT Information and Communication Technology
DMS  Distribution Management System IED Intelligent Electronic Device
DNEI Direct Network-Element Interdependency LOLE  Loss of Load Expectation
LOLP  Loss of Load Probability
The associate editor coordinating the review of this manuscript and LR Load Redistribution
approving it for publication was Ning Kang . MIS Markov chain Imbeddable Structure
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NAN Neighbourhood-Area Network

OHL Overhead Line

PMU Phasor Measurement Unit

PSMC Pseudo-Sequential Monte Carlo

PT Potential Transformer

RBTS Roy Billinton Test System

RES Renewable Energy System

RTS Reliability Test System

SAIDI Average number of DG interruptions
SAIFI Average duration of DG interruptions
SCADA  Supervisory control and data acquisition
SG Smart Grid

SIPS System Integrity Protection Scheme
SMCS Sequential Monte Carlo Simulation
SSI System Security Index

SSSC Static Synchronous Series Compensator
SU System Unavailability

TVLR Time-Varying Line Rating

WAMS  Wide Area Measurement System

A Failure rate

" Repair rate

I. INTRODUCTION

There is currently an upward incline in interests on the
deployment of Smart Grid. Even more, so is the rapid devel-
opment of the integration of ICT systems in power networks.
ICT systems have become a vital part of every aspect of our
daily lives and its integration into the electric power system
has grown paramount to match the increasing demand on the
power system.

The electric grid is a centralized internetwork of all parts
including but not limited to generators, transformers, substa-
tions and transmission lines that deal with the generation of
electrical energy, the transmission of power over very long
distances and distribution of electrical power from various
load hubs [1]. The current grid structure, which is lacking in
reforms for as many as 100 years, is very complex and deliv-
ers energy with one-way power flow [2]. The grid is gradually
getting to its limits in meeting up with the steadily increasing
demand for electricity. Hence, it has become essential to
boost reliability. This situation has called for a paradigm shift
from the conventional grid to a more reliable Smart Grid
(SG) or a modern cyber power internetwork that will utilize
the application of digital processing and ICTs to efficiently
incorporate the activities of all stakeholders of the power
system. Shifting towards a smarter grid ultimately certifies
a more cost-effective and sustainable power system that will
exhibit intelligent applications like intelligent monitoring and
control, bidirectional communication between stakeholders
and power system elements, security and safety of supply
and self-healing qualities [1]-[4]. Fig 1 is a structural exam-
ple of a smart grid showing the power and ICT networks,
bidirectional communication features as well as intelligent
applications.

Implementation of ICTs enable power system opera-
tors to be better efficient. Some of the direction for
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FIGURE 1. Modern cyber power internetwork.

ICT implementation include Interoperability of bidirectional
communication technologies between different infrastructure
devices within the power system Demand-side management
programs, Open Architectures for EVs, MGs and other DERs,
Standards and protocols are guiding the interoperability of
ICT in power systems and Cybersecurity measures [4]. All
these ICT perspectives can be deployed to cater to such
system requirements as situational awareness, planning and
operations and flexibility to accommodate increased numbers
of DERs on the distribution system as well as to improve
processes and self-healing during downtimes [4].

Reliability in power systems is an important characteristic
which accurately measures the probability of a system to ade-
quately function for a required period and under specific or
variable operating conditions [5]. The primary function of a
power system is to supply electricity to connected consumers,
and significant stakeholders in the power sector all strive to
achieve this primary purpose.

In modern power systems, there is a fundamental need
for all stakeholders including energy generators, transmis-
sion network owners and operators, energy distributors to be
aware of the required standard to which they must operate
to attain optimum reliability of the overall power system.
So, there are different requirements in the form of reliability
measures which are unique to each stakeholder of the power
system [6]. Reliability studies generally discuss two basic
functional system states. The first state, termed adequacy,
is the presence of required facilities to supply the energy that
the customers expect and have demanded without the con-
sideration of system disturbances. The second system state
also is known as security refers to the capability of the power
system to deal with sudden disturbances like loss of system
components, line faults or whatever form of abnormality that
may exist within the system [7].

Implementation of ICTs in the power network significantly
boosts power system reliability. Chances are that situational
awareness will be more accurate when the network presents
intelligent applications like intelligent monitoring, protec-
tion and control, two-way real-time communication, which
brings the prospect of making adequate decisions to operate
the power system efficiently. Adequate awareness ultimately
improves the reliability of the power system to a significant
extent. However, ICT implementation involves integrating
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the power network with new elements and features which are
also prone to failure at some point. So, reliability studies need
to consider the individual reliability of these ICT elements in
order not to jeopardize the overall power system reliability.
Moreover, ICT implementation involves the network to be
in active connection to the internet, which also poses other
threats like cyber-attacks. This paper reviews studies which
address the impact of ICT on the reliability of power systems.

This paper aims to present findings from current literature
about the impact of ICT implementation on the power system
reliability. In the remainder of the article, section II briefly
describes ICT in power systems, section III presents the
findings of the literature review, section IV itemizes some
current issues, and the paper concludes in section V.

II. ICT IN POWER SYSTEMS

The current electricity network structure is highly complex
and has remained unchanged for decades and as such, become
a hindrance to the advancement of the electricity supply
chain. Currently, most of the grid’s power flows are unidirec-
tional sourced from a centralized pool of power generation
facilities where the reliability is ensured by having a reserve
capacity. This mainstream approach increases the genera-
tion capacity to meet the increasing electricity demand. The
lack of infrastructural change, growing population, climate
change, poor visibility, slow response times, lack of situa-
tional awareness has made the grid inefficient and less reli-
able and as such deterred the evolution of the power sector [3].
China alone consumed about 1138TWh of electricity in 2000,
and this figure rose to 4921 TWh in 2015 [8]. Forecasts show
an increase in electricity consumption by 4.2% annually until
2022 [1]. The grid thus needs to be transformed into a more
intelligent internetwork to accommodate the ever-growing
demand.

Smart Grid is an internetwork of electrical power com-
ponents that can efficiently incorporate the activities of
all its stakeholders including but not limited to generators,
transmission lines and the electricity consumers to certify a
more cost-effective, flexible, reliable and sustainable power
system. A requirement to transform the current grid to a smart
state is the implementation of ICT to ensure a bidirectional
cyber-physical system where all stakeholders of the network
are in active communication thereby promoting intelligent
monitoring and control and self-healing qualities by the
grid [4], [9]. The smart grid aims to decrease the pressure
on the current power grid by decentralizing the generation
sources and influencing usage patterns of electricity con-
sumers to make them more conscious in energy conservation
by launching programs such as Demand Side Management
(DSM). It improves the reliability of the power network
by improving fault detection and self-healing without the
involvement of any personnel. It also improves the flexi-
bility of the system to be able to incorporate distributed
energy resources (DERs) such as renewable energy sources
like wind, hydro and solar generation, as well as control-
lable loads. It also aims to electrify the transport sector,
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for example, electric vehicles, incorporate energy storage
systems onto the grid to compensate during peak demand
periods, encourage the development of smart cities, as well
as boost the general efficiency and sustainability of the power
grid [1], [3], [10].

The presence of ICT infrastructure within the power sys-
tem provides an avenue by which the power systems can
more efficiently manage its overall increased complexity and
size. Due to the accessibility to reliable bidirectional real-time
data on the state of the power system, the possibility to
operate within narrower limits of security has become pos-
sible. ICT presence decreases the frequency and duration of
supply interruptions and has contributed to a reduction of total
operation costs [11].

Failures can occur in the ICT system within the power net-
work at any point. These malfunctions of the ICT components
can lead to the determent of the adequacy functionality of the
power grid. Possibly due to a subsystem getting an incorrect
or inadequate data needed for performing the normal oper-
ation or a delay/failure in sending a load or dispatch con-
trol signal. A dependence on ICT systems can significantly
increase the weakness and exposure of the power network
to threats and malicious attacks. So, the ability of the power
network to maintain confidentiality, availability and integrity
despite the prevailing disturbances is a crucial focus for
modern power systems [12]. The reliability indices are quan-
tified to assess the situation while considering both the com-
bined ICT and power system infrastructure holistically [13].
There are four major categories of ICT within the power
system, namely; Acquisition, communication, processing and
Implementation subsystems [11], [14], [15]. Fig. 2 shows the
categories and their relationship.
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FIGURE 2. Categories of ICT in the power network.

a. Acquisition: collects instantaneous system status data like
power flow measurements, CB status, bus voltage and
frequency measurements, the status of switching devices
and delivers these data to the processing subsystem via the
communication subsystem.

b. Processing: assesses the data received from the acquisition
subsystem to determine the state of the power network and
informs the operator of the real-time system state. A state
estimator is an essential tool in the processing subsystem
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that gives reliable representations of the power network
based on the input from the acquisition subsystem. The
results from the state estimator are used to make adequate
decisions for implementation.

c. Implementation: uses the results from the system process-
ing to carry out necessary actions like triggering protective
relays and circuit breakers after detection of a fault on the
power network.

d. Communication: this is the medium through which all
other subsystems coordinate within the power network
either via wired or wireless channels.

A. CYBER-POWER INTERDEPENDENCIES

The modern power systems which consist of a hybrid cyber
network and physical power network are typically called
cyber-power networks. As such, interdependencies exist
between elements and networks within the hybrid system
implying that the functionality of a component or a net-
work impacts the functionality of components in/or the other
network in the larger hybrid system [16]. Four types of
interdependencies generally classified into two subgroups,
namely; direct interdependency and indirect interdependency.
The classification of the interdependencies depends on the
location of failures within the cyber network. Fig 3 represents
a cyber-power hybrid network showing both networks tightly
coupled together, various elements of each network as well
as the different categories of interdependencies that exist.
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¥ Lines

INEI
EMUs CBs

ESs ICT Network e——————————= Power Network Load

Transformer
4

RTUs DNEI

Smart meters, <« Generator

IEEI

FIGURE 3. Cyber-power network.

1) DIRECT INTERDEPENDENCY
This group of interdependency ensures real-time operation in
the power network and is classified into two subgroups.

a. Direct Element-Element Interdependency (DEEI):
maloperations of elements in one network results in the
maloperation of components in the other network [17].
DEEI occurs at points of physical connections between
the cyber and power network elements. In fig 3, DEEI
between EMUs and CBs are shown indicating that a
maloperation of the EMU in the cyber network causes
a failure of the CB in the power network, which can
cause widespread outages. DEEI represents the most
basic form of interdependency.
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b. Direct Network-Element Interdependency (DNEI): the
performance of one network impacts an element in the
other system [17]. As shown in fig 3, a failure in a
communication link in the cyber network can cause a
mis operation of a generator in the power network.
Applications of direct interdependencies include loss of
stability and control as well as the loss of operation within
the hybrid network. Article [18] describes these applications
in detail.

2) INDIRECT INTERDEPENDENCY

These are more complex relationships than direct interde-
pendencies. Maloperations of a cyber network or its element
indirectly impact the functionality of a power network or its
element [16]. When a failure occurs in the cyber system or
its element, the power network still functions, but the impact
of the failure presents potential future failures in the power
network or the loss of certain functionalities/capacities.

a. Indirect Element-Element Interdependency (IEEI):
Failures occur in cyber elements that are in physical
connection with a power element. However, this does
not deter the power element from functioning optimally
at the instant of failure; rather, the power element is at
risk of possible future failure [19]. In fig 3, if an RTU
malfunctions, this could mean that a particular moni-
toring function has failed. The failure could result in
an impaired situational awareness which does not affect
the functionality of the power element at the instant but
can present an increased likelihood of maloperation in
the power element subsequently.

b. Indirect Network-Element Interdependency: Failures
occur within the cyber network but does not directly
and immediately affect a power element. It rather
makes the power element prone to subsequent fail-
ures [19]. For instance, if there is a failure in the
communication link that gives information to the pro-
tection system, it means a protective device will lack
information at the instant of a subsequent fault which
could damage the element in the power system.

This paper reviews various articles which have studied
the impacts of various interdependencies mentioned above
on power system reliability and synthesizes the results in
section III.

Ill. LITERATURE REVIEW

The literature review is conducted to answer the following
questions to achieve the aim of checking the impacts of ICTs
on power system reliability;

a. What is the actual numerical measure of the effect
that penetration of ICTs has on standard reliability
indices to determine the overall impact on system
reliability?

b. What case studies and probabilistic modelling tech-
niques are in current usage for assessment of the rela-
tionship between ICT and power systems?
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In the review process, three databases IEEE, Science
Direct and Scopus, were examined from the year 2000 till
date. The search yielded a significant number of full-length
journal and conference proceeding articles. The study consid-
ers the following inclusion criteria while selecting the papers
for final review;

a. The study addresses relationships between ICTs and
power systems.

b. The study demonstrates probabilistic modelling tech-
niques in analysis.

c. The article evaluates the reliability of the power sys-
tem by giving actual measures of standard reliability
indices.

A. SYNTHESIS OF FINDINGS

This subsection presents findings on the impact of ICT
on reliability from existing literature. The reviewed studies
classify into four perspectives based on individual themes.
These groups are; cyber power interdependencies, cyber-
attacks, infrastructure failures and weather and environmental
conditions. This paper also examines the case studies/cyber
network components, reliability evaluation methods for the
ICT subsystem as well as the overall impact of ICT on the
power network in each article.

B. IMPACT OF CYBER POWER INTERDEPENDENCIES

As previously explained in section II, two primary groups
of interdependencies exist in cyber power networks. These
interdependencies whether direct or indirect has an impact
on the overall reliability of the larger network. Article [17]
demonstrates failures from direct interdependencies, and it
determines that reliability dwindles more from faults in the
ICT network than in the power network. It also shows that
ring topologies with redundant features could increase reli-
ability indices compared to other structural arrangements of
cyber network components. In [20] three topologies bus, ring
and star were also tested in a system with DG of wind and
diesel to improve the overall reliability. It concludes that
communication devices, such as switches could effectively
influence system adequacy.

Monitoring and protection systems are applications of indi-
rect CPIs. Article [19] demonstrates the effect of indirect
CPI and results show that not taking the monitoring and
protection system into account during reliability studies poses
a threat to the overall reliability of the power system. Failures
in both subsystems could also potentially decrease overall
system reliability. Table 1(A) enumerates findings of notable
studies on the impact of direct CPIs on system reliability,
table 1(B) shows findings of studies on the impact of indirect
CPIs while table 1(c) shows the findings of the impact of
both direct and indirect CPIs. On table 1(c), authors in [18]
compare the impact of direct and indirect CPIs and found
that information exchange between both CPIs makes them
interconnected which shows the importance of studying both
types of CPIs simultaneously.
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C. IMPACT OF CYBER ATTACKS

The inclusion of ICTs in power networks comes with certain
drawbacks, one of which is the vulnerability to cyber-attacks
such as the violation of communication protocols to tamper
with information availability. Such attacks are called Denial
of Service attacks (DoS) and they can be deployed at various
levels of the communication within the power network. False
data injection, intrusion, phishing, sabotage and terrorism are
also common types of attacks against the power system. The
recent false data injection cyber-attack on Ukrainian distri-
bution grids in 2015, motivated the governments to perceive
cyber-attacks as a national security issue and moved to make
power networks stealthier [25]. Attacks capitalize on the
vulnerability of the security system of the networks and are
mostly caused by injecting false data to tarnish the system
integrity.

Cyber-attacks can impact the power network either directly
or indirectly. For direct impact, an incorrect command is sent
to a cyber element to cause the primary infrastructure to
function incorrectly thereby resulting in a system blackout
while in indirect effect, wrong measurement information is
sent to the cyber component to tamper with the decision
making of the system [26]. SCADA/EMS and CBs are typical
targets of cyber-attacks because the SCADA is responsible
for monitoring the situational awareness of the system, and
the CB directly controls the operations of essential network
elements. Cyber-attacks negatively impact the cost, efficiency
and overall reliability of power networks. In article [27], the
impact of various types of cyber-attack on power system oper-
ations such as state estimation voltage control and automatic
generation control are reviewed.

Articles [28], [29] study the impact of load redistribution
attacks. LR attack is when an attacker injects wrong data
to a localized part of the system to tamper with the state
estimation of the network to avoid detection and to cause
chaos. Once there is misinformation about the real-time state
of the network, operators make wrong decisions based on
incorrect state estimation results which may be detrimental to
the operations of the power network. Article [30] addresses
malicious tripping of wind turbines in wind farms in which
attackers intrude on the system by sending spurious com-
mands to the SCADA/EMS to cause widespread disruption
in electricity supply. Tables 2(A) and(B) specify the results
of these and other notable studies considering cyber-attacks.

D. IMPACT OF ICT INFRASTRUCTURE FAILURES

Where ICT elements are increasingly becoming a great part
of the modern power system, possibilities of their failures
must be put into consideration so appropriate planning can
be done to avoid adverse effects on power system reliability.
Author [37] classifies the reliability of ICT equipment into
functional and network failures because the two states have
varying results when considering intelligent applications.
Functional failures cause the ICT element to be unable to exe-
cute a command which can further lead to loss of situational
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TABLE 1. (a) Impact of direct cyber power interdependency on power system reliability. (b) Impact of indirect cyber power interdependency on power
system reliability.

(A)

Sou Contribution Limit Case study/ cyber Reliability Impact on reliability

rce network Evaluation
components

[17] New algorithm proposed to Model does not Microgrid test P-Table, cyber- Reliability dwindles by a factor of
assess the impact of direct CPIs  include system comprised of power link and more than eight times from
of communication and power consideration for 4 DG units and 3  state mapping. failures in the ICT system than
networks on network reliability.  indirect. loads in  radial that in the power system alone.
Method proposed improves The method used topology. Ring topologies with redundant
reliability. requires much EMUs can decrease EENS by 8%,

computation and not ES, EMU, server 0.4%, 77% compared to basic
feasible for the ring, redundant star and bus
assessment of a counterparts respectively.

larger network.

[20]  Presents an analytical method Considers only Real modernized ~ State mapping, Switches can effectively influence
based on the effect of cyber direct CPIs. 20kV  distribution  state probability. system adequacy. Mesh topology
failures on the power network  Assessed a specific system of HREC of of the cyber network decreases
while optimizing cyber network  localized network. Iran. EENS by about 27%, 15%, 19% in
structure to improve reliability. bus, ring and star topologies

EMU, switch and respectively.
CPU.

[21]  Proposed a novel analytical Does not consider 20Kv  distribution State mapping, Increasing the DG penetration
method to evaluate the direct indirect CPL network of HREC  State probabilities, level decreases EENS thereby
cyber failure impacts on power  Assessed a specific  Iran. Weibull model for improving the overall reliability of
network reliability based on localized network. wind  behaviour, the power network.
different types of DG EMUs, servers, segmentation
penetration.  Method  used switches. concept.
improves reliability.

(®)

Source Contribution Limit Case study/ cyber Reliability Impact on reliability

network components  Evaluation

[19] Proposes a reliability evaluation ~Model only applicable  High voltage  P-Table, State  Unavailability of monitoring
algorithm to model indirect CPIs  to indirect CPIs. substation with  updating. and protection system
and check its impact on network The method used monitoring and increases EENS by 82%.
reliability. Method proposed  requires much  protection systems. While failures in  both
improves reliability. computation and not monitoring and protection

feasible for the  Protection unit, systems increase EENS by as
assessment of a larger  monitoring unit, much as 3.24%.
network. switch.

[23] Developed a new model for the The proposed method RBTS Bus 6 F4. SMCS EENS  decreases by a
CB based on indirect  takes a longer maximum value of 38.4%,
interdependencies between the computational time Controllers, IEDs, CT, which verifies the effects of
intelligent measurement and the (about 99 secs more) to  Intelligent communication network on
CB. State generating method also  calculate the reliability =~ Measurement, optical microgrids reliability.
proposed to consider optimal indices. fibre, switch.
operation strategy in island MGs.

Reliability is increased by using
this method.
[24] Developed a new model to check  The paper focuses only ~ Typical  distribution ~Non SMCS. Distribution network

the validity of a cyber link with
dynamic routing, delay
communication error and to
assess the effect of automation
functionality faults in the cyber
network on distribution network
reliability. Method used offers
improvement of reliability.

and

on indirect
interdependencies.

network consisting of
PV and storage units.

ES, server, IEDs,
optical fibre cables.

reliability is strongly affected

by cyber network traffic.
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TABLE 1. (Continued.) (c) Impact of both direct and indirect cyber power interdependency on power system reliability.

©

Source Contribution Limit Case study/ cyber Reliability Impact on reliability
network Evaluation
components

[18] Discusses and compares both  Assessed a specific High voltage  State updating. A nearly linear increase in
direct and indirect CPIs impact  localized network. The  substation. LOLE as the A increases in
on power system reliability method used requires both direct and indirect CPIs;
using mathematical reliability —much computation and IEDs therefore, reliability is
models. Focused more on not feasible for impacted negatively by the
verifying the impact rather than ~ assessment of a larger failure of the IEDs.
improving reliability. network.

[22] Proposes an analytical MIS method used has IEEE 14-bus test Markov chain  Quantitative analysis shows
reliability model that considers high ~ computational  system. imbeddable that introducing additional
the impact of both physical and  complexity. PMUs, SSSCs,  structure. interdependency degrades the
cyber improvements on overall Communication system reliability by a
reliability and checks the effect channel. significant factor.
of adding more
interdependency. Method

focused on investigating effects
on reliability and not its
improvement.

awareness capability for monitoring and control by the EMS.
While in network failures, the ICT element remains func-
tional but fails at processing external commands. ICT ele-
ments can fail to send correct control, demand response,
load shed, open/close command, measurement, and status
data signals to their respective terminals [38]. Failures could
also occur while processing a fault as well as Cyber-induced
dependent failures (CDFs). Tables 3(a)-(c) show the results of
studies that assess the effect of failures in the cyber network
infrastructure on network reliability.

E. IMPACT OF WEATHER AND ENVIRONMENTAL
CONDITIONS ON ICTS

Rainstorms and other adverse weather conditions can impact
the communication signal in a power system negatively. The
movement of cloud patterns can also influence renewable
energy generation significantly. Topographical and meteoro-
logical conditions can also increase the noise level in ICT
transmission mediums. All these factors can impact the reli-
ability of the power network severely.

Articles [53] and [54] employ a meteorological model
to simulate local weather conditions that can attenuate the
performance of ICT wireless Wi-Max networks to determine
the reliability of ADNs. In article [12], data from weather
station monitoring systems in a UK based ADS trial project
were sampled for 28 days to determine the reliability of
the monitoring system by examining the effect of weather
changes on real-time thermal rating. Table 4 shows the results
of these studies.

F. CASE STUDIES
Several case studies have been used to demonstrate the
process of reliability evaluation of power networks. In the
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reviewed studies, several standardized test networks are used
in the evaluation process. The IEEE and RBTS test systems
are very popular in the reviewed studies constituting over
60% of the examined papers. The standard test systems are
developed for the purpose of research to aid the process of
reliability evaluation in generation and composite systems
and to be able to compare techniques used for reliabil-
ity analysis. The basic system data required for reliability
assessment are provided in these test networks [56], [57].
Authors use these test networks by adding ICT extensions
to the existing standardized system thereby allowing them to
carry out reliability evaluation. Researchers also commonly
use very simple developed networks for assessment such as
in [11], [17] and seven other studies. Another group of
studies used real networks for the assessment of reliability.
In [20] and [21] the 20k V distribution system of HREC of Iran
was used as their case study while in [42] a real hydropower
station in the UK was featured.

G. RELIABILITY EVALUATION METHODS IN
CYBER-POWER NETWORKS

The reliability assessment of power systems can either be
carried out using Analytical or simulation methods [5], [7].
Reliability assessment is deployed to assess the economic
effect of power system failures. Modelling techniques
first used in practical applications were all deterministic.
Analytical methods use mathematical models to determine
the reliability metrics. These methods can be bulky and
impractical when large scale networks with very complex
schemes are involved [58]. Simulation techniques on the
other hand, usually based on Monte Carlo methods, consider
the actual process and random behavior of system com-
ponents included and have been used in many studies to
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TABLE 2. (a) Impact of cyber-attacks on power system reliability. (b) Impact of cyber-attacks on power system reliability.

(4)

Sou  Contribution Limit Case study/ Reliability Impact on reliability Reliabil

rece cyber Evaluation ity

network Improv
components ement

[26]  Proposed a model to check the Paper focuses on only IEEE 33-bus SMCS The attack on IEDs has a No. focused
network reliability considering attacks on IEDs and distribution more significant impact on  on checking
cyber-attacks to the IEDs and the  distribution main station.  system. network reliability than that ~ impact of
distribution main station. on the distribution main  cyber-attack

1EDs, station. SAIDI and EENS  scenarios.
distribution rise by about 71% and 77%
main station. respectively.

[28]  Proposes an adequacy evaluation Paper considers only the IEEE 14-bus Bilevel and A rise in the attack level Yes.
procedure  incorporating load immediate load  system. trilevel and the number of attacks Increase in
redistribution attack considering redistribution attack. optimizatio can worsen the power defence
physical failures and a model Smart meters  n problem, system reliability inversely, levels
representing the attack. SMCS an increase in the defence  boosts

level improves the reliability.
reliability. A system with

adequate transmission

capacity can maintain its

reliability while under LR

attacks.

[29] Presents a mathematical bilevel Attack regions between 5 IEEE 14-bus  Bilevel The frequent occurrence of  No. focused
optimization problem where the and 8 lines only were system. optimizatio  local LR attack on
power law distribution represents  considered in this study. n problem, dramatically impacts the examining
local LR attacks, evaluates Generators, SMCS reliability of the system. impact of
centralized attack regions and transmission The behaviour of the failures
deduces its impact on reliability. lines. attacker also has an from LR

essential  influence on  attack.
reliability. LR attack can
lead to an increase in EENS
by as much as almost 13%.

[31] Proposed a technique that The study divides attacks IEEE RTS79  Attack Protecting crucial  No. focused
integrates reliability of physical into mainstream, ~ system. probability,  components from cyber- on checking
components and the effect of organized and terrorist SMCS attacks is vital. An increase  impact  of
cyber-attacks against breakers threats and considers CBs. in attacks implies a failures of
considering the behaviour of the only the first two groups. decreased system CBs from
devices and attackers. reliability, while a more cyber-

considerable increase with  attack.
more resources is even
more harmful.

[30]  Presents a quantitative analysis for ~ Assumes that the cyber IEEE RTS79 Bayesian Atattack level 1, LOLPand  No. focused
assessing power system reliability — attackers can get the attack EENS increase by almost on
incorporating cyber-attacks on  absolute minimum state SCADA/EMS  graphs, 5% and 8% respectively. examining
wind farm SCADA/EMS systems,  security in this study. SMCS These values verify that impact of
causing wind turbines to trip off. power system reliability  cyber-attack

degrades with an increase on wind
in cyber-attacks and even  farms
more so an upgrade in the SCADA/E
attack level. MS systems.
(®)
Sour  Contribution Limit Case study/ Reliability Impact on reliability Reliability
ce cyber Evaluation Improvement
network
components

[32] Proposes a  mathematical The study assumes IEEE RTS79 Non SMCS  There are  considerable Yes. Increased PV
framework to assess power that attacks are RBTS impacts on PV operation from  penetration
system reliability in a cyber- categorized into cyber threats. In all case improves
physical system with multiple three intensity MU, ES, line studies presented, an increase  reliability.
photovoltaic ~ (PV)  system levels and impact protection in PV generation decreases the
configurations. the status of the panel. EENS by a significant

system. amount.

[33] Proposes an optimal strategy to  Focuses only on IEEE 14-bus SMCS There is a linear relationship  No. checks the
evaluate power system the unidentifiable between reliability and the impact of
reliability while considering attack scenario. SCADA attack magnitude, resource unidentifiable
unidentifiable cyber-attack. and frequency. As these attack on system

parameters increase, LOLP  reliability.
and EENS increases by about

0.0025 and  250MWh/y
respectively.
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TABLE 2. (Continued.) (b) Impact of cyber-attacks on power system reliability.

[34] Examines the cyber architecture ~ Focuses mainly on  RBTS Attack tree, EENS degrades when the Yes. Proposes that
of unified power flow controller the EENS and SMCS controller is attacked andeven a reduction in
considering possible cyber- doesn’t quantify Unified more to a greater degree when  recovery time
attack scenarios to determine its  load shedding. power  flow the frequency of attack is improves system
impact on system reliability. controller. doubled. However, EENS is reliability.

improved by 0.86% when
recovery time is halved.

[35] Analyses the DoS, Quantifies only IEEE RTS 79 SMCS In all scenarios analysed, No. Examines the
confidentiality and integrity of FOR, LOLP and and modified reliability dwindles as both  impact of attack
SCADA system considering 10 does not measure RTS occurrence and severity of  scenarios on
types of attack scenarios suchas  EENS. attack increases. Worms have  reliability.

DoS, worms and man in the SCADA the greatest impact on
middle attacks to determine reliability while DoS attacks
impact on power system has the least impact.
reliability.

[36] Study evaluates the SCADA  Quantifies only IEEERTS79  Bayesian An increase in the success No. Examines the
system based on 6 types of FOR, LOLP and attack frequency and attack level impact of attack
attack scenarios to check impact  does not measure SCADA graph, causes a large decline in the scenarios on
on system reliability. EENS. SMCS values of LOLP in all reliability.

scenarios studied. There is
also a negative impact on the
FORs of the generators and
transmission  lines  hence
reliability is impacted
negatively.
analyze large amounts of system states for large iterations /Bhysical and cyber
. . . . mbonen
o.f 51.rr}ulat1ons [59], .[60.]. Alth.ough computational tlmc?s are \ e“az‘i’“;ﬂ peu ttdat
significantly longer in simulation methods, these techniques —
permit a high degree of complexity in system modelling while v

considering the practical essence of the derived reliability
indices [7].

Fig 4 depicts a high-level process in the simulation method
for reliability assessment. The process begins by inputting
data samples in form of failure rates, repair rates and other
network data. Next the process checks for failures by sam-
pling and then uses probabilistic techniques to carry out
analyses. Finally, after convergence reliability indices which
represent the output of the process are computed. These
indices represent the empirical value of economic impact
of network reliability and importantly, presents adequate
information for system planning.

The conventional reliability assessment techniques, which
primarily focus on the power network separately from the
ICT infrastructure are well researched into and quite mature.
However, reliability assessment of the cyber part of the sys-
tem in conjunction with the power network is still in its early
stages with much work yet undone. The setback is that these
methods primarily focus on the power network while assum-
ing that the ICT network is 100% reliable. Because of the rise
in the level of ICT integration, it is proving to be impractical
and counterproductive to make such assumptions [12].

Different researchers have proposed diverse methods to
model the ICT network, such as state mapping and updating,
modified Markov chains. However, these methods do not ade-
quately quantify the actual state of all ICT parts of the CPS.
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FIGURE 4. High level process flow in Simulation technique for reliability
studies.

Other studies have developed more comprehensive methods
with the researchers saddled with the extra task of modifying
test networks with ICT extensions for specific single use.
Moreover, these test networks only account for small local-
ized networks which lack the generality and applicability to
depict the actual reliability of the broader composite system.
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TABLE 3. (a) Impact of ICT infrastructure failures on power system reliability. (b) Impact of ICT infrastructure failures on power system reliability.

(4)

Sou  Contribution Limit Case study/ cyber Reliability = Impact on reliability Reliability

ree network Evaluation Improvem

comp ts ent

[11]  Proposes a methodology to Study asses a small 2 bus transmission SMCS Increase in A of the ICT ~ Yes.
assess power system  system, and reliability = system. system leads to an Method
reliability ~ (security) by data used was not increase in load used shows
considering Interruption as a  realistic. shedding, increase in u  that an
delay in operator reaction leads to reduced load increase in
because of ICT failure. disconnection and p improves

improved reliability. reliability.

[39] Developed a methodology Simulation is restricted to  IEEE-RTS 96 SMCS Correct deployment of  Yes.
that permits the real-time only OHLs and TVLR- network. ICT helps to improve Reliability
implementation of the effect ICT  failures  while EFLC by a double fold enhanceme
of ICT failures on TVLR  generators and FACTS TVLR-ICT while EENS is also ntis offered
OHLs network reliability. are assumed fully enhanced by by this

reliable. Impractically, all approximately 20%. method.
ICT components are

assumed to have equal

failure/repair rates.

[40] Developed a new approach In the ICT system, no MYV distribution grid FMEA, Use of intelligent Yes.
that emphasizes on analogue analysis was with a mainly open- Markov applications may be of  Approach
connections of the ICT possible due tothelack of loop ring topology. process benefit to some enables
system, intelligent  statistical data. System- customers. However,  system
applications and time wide reliability indices Processors, optical extensive operators
dependencies  of  power not measured. fibre cables and reinforcement of the plan more
demand for calculation of SCADA. power system can also  efficiently.
network reliability. have adverse effects on

reliability.

[41] Proposes a Non SMCS Due to the large size of RBTS with  Non Proposed method  Yes.
method for systems involving  the composite system, itis  extensions of cyber SMCS, improves  efficiency
dependent  failures which  impractical to use Non part at buses 3 to 5. CPIM, compared to  pure
requires less computational SMCS method to deduce CEM. SMCS. EENS and CPU
and storage resources thanthe  the  joint  probability =~ Communication time is reduced by less
SMCS method. distribution of all  signals. than 5% and 60%

components before respectively.
sampling.

[42]  Introduces a new Measures only the Real hydropower Complex The complex network No. focused
vulnerability index (SSI) to  vulnerability of the ICT station in the UK. network model is more scalable on
quantify the impact of failure ~ components.  Assumed theory. and more accessible to  proposing a
or maloperation of ICT communication channels Main Protection Trip implement than  more
network  components on are fully reliable. Relay, RTU, conventional analysis  efficient
power network reliability in a Programmable methods. Results affirm  tool for
real power network intertrip Logic Control, CB. that failures in ICT reliability
scheme. infrastructure ~ worsen  assessment.

system reliability.
(®)

Sou Contribution Limit Case study/ cyber Reliability Impact on reliability Reliability

ree network Evaluation Improvem

components ent

[43]  Evaluates the reliability of the  Does not evaluate the IEEE 30-bus system. Non The reliability index No. focused
cyber-physical system impact of component SMCS, increases significantly, more on the
involving the effects of differences on the system  Monitoring system. Reliability ~ thereby decreasing the examinatio
failures in the monitoring reliability. block reliability of the system n of
function on the power system. diagram. due to the impact of the  reliability

monitoring  function impact due
failure. EENS worsens  to failure.
by a factor of 76% as a

result of the failure.

[44]  Proposed static connection The proposed method RBTS Bus6 Fault tree Cyber components with  No. method
and dynamic transmission may not be applicable due model, high failure rates havea  quantifies
models to assess the effects of to the high cost of IED, optical fibre, SMCS. significant impact on reliability
the cyber system on power deployment. switches, server, distribution  network  impact of
distribution operation optical network reliability regardless of  cyber
reliability while introducing terminal. being a key mnode. component
System Unavailability index. Failures in the cyber failure.

element severely
increase EENS by
212.05%.
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TABLE 3. (Continued.) (b) Impact of ICT infrastructure failures on power system reliability. (c) Impact of ICT infrastructure failures on power system

reliability.

[45]  Presents a functional ~The proposed method Overhead medium- SMCS Existing non- No.
representation of ICT to does not extensively voltage distribution homogenous Emphasizes
consider the effect of ICT represent the presence of  feeder. dependence  between  the effect of
infrastructure  failure on ICT within the various ICT elements !CT
distribution network  distribution network. Control centre, and the distribution 1nfra.structu
reliability. telecoms  switches network. re ,fall,u?e on

and RTUs. reliability.

[46]  Assessment method proposed  Paper considers only first- RBTS Bus 6 F4 SMCS Random failures of No. focused
to check the impact of order faults in cyber System. cyber elements cause a  on checking
frequency control  elements. drastic increase in the impact
malfunction of  Cyber Controllers, Public EENS by 269.31% in Of' element
components on  network Coupling Connector, comparison with ~ failures on
reliability. PT, CT, switches, random misoperations M(,} -

optical fibre cables. of power elements. reliability.
Smaller frequency
fluctuation ranges also
lower system
reliability.

[47]  Implemented a methodology Only first-order primary 4-bus substation. CEM, Undesired trips because ~ No. focused
to evaluate the reliability of an  faults considered. CPIM of cyber link failures on
extended 4-bus substation CB, PT, CT, IED, have a significant reliability
layout with ethernet based Ethernet cable. negative impact on asses'smefnt
protection scheme network reliability. c-0n51der1ng
considering  cyber  link hr?k
failures. failures.

(©

Sou  Contribution Limit Case study/ cyber Reliability = Impact on reliability Reliability

ree network Evaluation Improvem

components ent

[48] Developed a co-simulation Models ICT network Rural network based Co- Failures of ICT control and  No.
platform focused on as a black box which on ATLANTIDE  simulation  communication leads to a  Focused on
modelling ICT devices to does not necessarily project. rise in energy curtailment. developing
analyze the impact of allow the highest EENS is about 122% higher  a co-
reliability issues on energy degree of simulation DMS, WiMax in a passive network simulation
production in ADNs. detail. antenna, router, IED. without ICT features. tool for

reliability
assessment.

[49]  Proposes a reliability ~The study considers RBTS Bus 6 system.  SMCS Improper fault location No. focused
assessment technique using only transmission Event tree causes an increase in the on
the event tree model to assess ~ delays as  against ~ Switches, IEDs. model. power outage area, which examining
the impact of cyber system considering other adversely — impacts the the impact
failure on fault processing in  network performance supply capacity at load of improper
cyber-physical  distribution  evaluation indices. points resulting in fault
systems. increased outage times. location on

Incorrect fault location in  reliability.
the fault tree accounts for

more than 50% of the

EENS value.

[50] Developed a model to account — Partitions Twenty-two  Modified RBTS Bus Non SMCS  Results show that reliability ~ Yes. study
for cyber-enabled feeders in  zones for the 2 is impacted positively by  examines
the upstream substation to  simplification of the the integration of ICT in the impact
determine the effect of cyber-  minimal path. RTU, CT, PT, ES, distribution  systems as of CPI
physical  integration  on protection IEDs, against the shortcomings of  vulnerabilit
reliability in  distribution feeder terminal units, CDF. CDF impact falls as ies on
systems. Analysed substation communication the  automation level reliability.
layouts to reduce the impact links. increases.
of CDF on reliability.

[51]  Proposes a communication Study does not IEEE 24-bus  SMCS There is a continuous Yes.
network reliability model for  consider infrastructure  network. increase in the value of Proposed
a DTR system that features failures due to cyber- EENS with a decreasing addition of
redundancies and line attacks or natural NAN connection. NAN gateway availability.  redundanci
operation policies to improve  disasters. Additional  redundancies es to
the availability of the (three and four) only improve
communication network to a improves EENS by less reliability.
significant extent. than 1% showing that

creating such redundancies
has very little to no effect
on the improvement of
reliability.
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TABLE 3. (Continued.) (c) Impact of ICT infrastructure failures on power system reliability.

[52]  Proposes a method to show WAMS is assumed to 9-bus system and SMCS In the S57-bus network, No.
the effect of limitation of be the sole system in IEEE 57-bus EDNS is increased by 41%  Addresses
either or both situational charge of monitory and and 28%, when WAMS the impact
awareness and controllability  control for the power PMU, CT, PT, failures are incorporated as  of failures
on composite system  system. The protection =~ Communication link. well as when control in WAMS
reliability. system is considered functions are provided network.

fully reliable. through  other  means
respectively. While in the
9-bus network EDNS is
5.12% higher when
considering contingencies
in WAMS network.
TABLE 4. Impact of environmental conditions on power system reliability.

Sou  Contribution Limit Case study/ Reliability =~ Impact on reliability Reliability

rece cyber network Evaluation Improvement

components

[12] The research wuses Checks only reliability UK based ADS Co- Most of the GPRS based Yes. Reduces
monitored weather based on the station trial project. simulation weather stations the impact of
data to evaluate the downtime for a short experienced  significantly communication
real-time thermal  period of 28 days. SCADA longer downtimes than reliability on
rating of overhead lines hard-wired stations with just ~ overall system
in a distribution 5 mins downtown and reliability.
network. reliability of 99.99% due to

signal strength and lower
bandwidth with the lowest
presenting reliability —of
85.71%.

[53], Employed a new Considers only the impact A typical PSMC 96% reliability of the ICT  No. study

[54] meteorological model of the wireless  scenario of real system improves the EENP,  focused on
to simulate the impact communication outage on  distribution SAIDI and SAIFI by about  developing
of rain fade on the the reliability of the ADN. networks in rural 77%, 90% and 67% efficient
performance of ICT Empirical approach used areas. respectively. reliability
wireless networks to due to the absence of assessment
determine the comprehensive WiMax tool.
reliability of ADNs. information on occurrence

probabilities of different
weather conditions.

[55]  Discussed a DR  The study provides only CI  Two test SMCS Implementation of DR  Yes. Proposed
scheme to increase the and CML system  distribution potentially increases  configuration
11kV distribution  performance indices used networks using network utilization without  offers an
network capacity in the UK. Other specific the need to change present improvement of
utilization Reliability indices not numerical configuration provided  reliability.
implemented in both  specified. applications  to NOP  remains  closed,
radial and ring real UK thereby improving
configurations. networks. reliability.

WiMax

The literature review shows that 58% of the studies
examined favored the conventional sequential Monte Carlo
simulation methods while incorporating some analytical
methods like the event tree, fault tree, CPIM and CEM
to name a few. Five articles used the non SMCS method
while two articles [53], [54] used the PSMCS method.
Articles [12], [48] present a co-simulation tool which refers to
the simulation of both cyber and power network concurrently
to assess reliability. This permits detailed ICT modelling
with power networks in a holistic assessment. Furthermore,
seven studies present purely analytical methods such as state
mapping and updating, and complex network theory mainly
to assess relatively small power networks. Table 5 lists some
notable techniques used in the examined studies for cyber
system reliability assessment.
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H. POWER SYSTEM RELIABILITY INDICES
In reliability studies, probability of a system to function
adequately under specified conditions are measured.
As explained in section I, all stakeholders within the three
hierarchies of the electric power system have a required
standard to which they must operate to attain optimum overall
reliability. This is in the form of reliability measures which
are unique to each stakeholder of the power system. Relia-
bility analysis typically consist of three broad stages: state
selection, state evaluation and finally index calculation [61].
These measures are generally called reliability or adequacy
indices. Reliability evaluation is carried out by using a wide
range of methods such as those mentioned in subsection G
above, after which reliability indices are calculated. These

indices represent the measure of reliability of power systems.
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TABLE 5. Notable Methods for Cyber system reliability assessment from reviewed literature.

Source Method Definition Merits demerits
[11], [23], [24], SMCS Simulates actual system  Permits a high level of modelling  Highly time consuming.
[28]-[31],  [39], performance and random  complexity
[44]1-[46], [51], behaviour in chronological order.
[52], [55]
[24], [32], [41], Non SMCS Randomly selects system states Requires less memory and Not as comprehensive as the
[43], [50] for sampling during simulation. computational time. SMCS method because it
cannot  directly  provide
frequency and  duration
reliability metrics.
[53], [54] PSMCS This is a joint method of Enhances the efficiency and Requires more computational
simulation where Non SMCS is accuracy of the reliability effort.
used for failure states selection assessment process and saves
and SMSC used to analyse the some computational time.
non-failure states that represent
the total system interruption.
[17]1-[21] State mapping Represents a process in which the  Presents the possibility of running  Complex computational
State updating probability of a failure in cyber two heterogeneous networks. technique and not practicable
element translates to an element for reliability assessment of
failure or malfunction in the power large networks.
network.
[22] Markov Chain  Analytical method for the Applicable methods available to High computational
Imbeddable assessment of reliability of a reduce complexity is possible complexity.
structure (MIS) system with known component through state elimination and
reliability values. other methods.
[44], [49] Fault Tree, Event Top to bottom, left to right Direct logic relationships which Requirement of complex
Tree structure that uses logic to make identification of cause and computational time and effort
combine previous level factors to  effects of failures simpler. which increases
perform failure analysis of an exponentially with the size of
undesired system state. the network.
[42] Complex Network  Permits the modelling of hybrid More scalable and more accessible  Difficult to deploy on large
Theory cyber and power networks as a  implementation than conventional networks.
graph composed of several nodes  analysis methods.
and edges.
[33] Reliability Block This is a  diagrammatic Simple implementation. Not practicable on real
diagram representation of components networks.
logical relationship.
[41], [47] CPIM CEM shows effect of Considers the effect of cyber Requires great computational
CEM communication failure scenarios component failures on the power effort and time.
on power components and CPIM  system to a great extent.
shows  their  corresponding
probabilities.

Majority of these indices represent expected values of a
random variable which is not actually a deterministic mea-
sure. They are average values of the examined occurrence
over a long period of time [62]. These expected values
are considered sufficient in indicating adequacy status of a
system because they show factors such as system component
availability and capacity, load characteristics and uncertainty,
system configurations and operational conditions [62]. The
deduced indices assist utilities and system operators to plan
adequately and make the right decisions to enhance the
operations of power systems [63].

In generating system reliability assessment, some of
the commonly used indices are Loss of Load Probability
(LOLP), Loss of Load Expectation (LOLE), Loss of Energy
Probability (LOEP), Loss of Energy Expectation (LOEE),
and Loss of Load Frequency (LOLF) and Loss of Load
Duration (LOLD).

In composite reliability assessment, some indices such
as Expected Energy Not Served (EENS), Expected Fre-
quency of Load Curtailment (EFLC), Expected Demand not
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Supplied (EDNS), Expected Energy not Produced (EENP)
and Probability Load Curtailment (PLC).

In distribution system evaluation, indices such as SAIFI,
SAIDI, CAIFI, ASAI as well as ENS are commonly used as
measures of reliability [7], [62].

Generally, the most commonly used indices are the LOLE,
LOLP, EENS, SAIFI and SAIDI as evidenced in this paper
from the reviewed studies. These indices [7], [62] are
explained below.

a. LOLE is the average number of days or hours in given
period of usually a year in which the available generat-
ing capacity becomes less than the daily peak or hourly
load.

b. LOLP is the probability that the available generation
will be insufficient to meet the load demand. LOLP just
defines the likelihood of days of trouble but does not
give the measure of severity.

c. EENS represents the ratio of the unserved expected
energy in the duration of a long period of examination
to the total energy demand during that same period.
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EENS has the longest convergence time compared to
other indices ensuring that the right number of sam-
plings have been carried out [64], [65].

d. SAIFIis a customer-based index that gives information
about the average frequency of interruptions that a
customer would experience.

e. SAIDI is also a customer based index which is the
average outage time that a customer experiences.

IV. CURRENT ISSUES
This section presents some current issues in the study of ICT
impact on power system reliability.

a. Impact of different adverse weather conditions on ICT
infrastructure in the generation and composite power
systems to determine its effects on overall power sys-
tem reliability still needs further research. Although
some studies are available in this area, it still requires
more attention from researchers.

b. New research needs to consider additional factors in
evaluating the impact of local LR attacks on sys-
tem adequacy. More investigation should also be done
on methods to defend the power system against LR
attacks.

c. Standard test systems that include ICT infrastructure
are currently unavailable. This makes the compari-
son of methods to assess their efficiency challenging.
Generic testbeds need to be developed to encourage a
more unified and standard performance evaluation of
CPS. Studies [66] and [67] made efforts of developing
a benchmark test system for CPS.

d. Studies assessing the impact of System Integrity Pro-
tection Scheme on power system reliability is yet to be
fully mature. Research [68] proposes a risk assessment
method to check the effect of undesirable interactions
between SIPS and the results show that malfunctions
in SIPS pose an increased risk to system integrity.
Article [69] presents a technique based on Markov
modelling for risk assessment of SIPS maloperations
in power system. In studies [15], [70], [71], Markov
modelling and Fault Tree Analysis were used for
component-level reliability analysis of generic SIPS.
The studies cited above don’t mainly evaluate the effect
of implementing SIPS on the reliability of the broader
composite network.

V. CONCLUDING REMARKS

The tight coupling of the ICT and power network in the
cyber power network will significantly increase the efficiency
and overall reliability of the system while also presenting
potential risks of failures at some point which has adverse
negative impacts on the overall reliability of the power net-
work. Implementation of ICT allows effective management
of the increased complexity of modern power systems with
enhanced capabilities of operating within narrower limits
due to the improvement of situational awareness capabilities.
Operators can make better and quicker decisions regarding
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network functions which ultimately saves costs and decreases
frequency and duration at which supply interruptions occur.
System planners must give adequate attention to these ICT
factors in the planning stages of the power network. ICT could
be a potential disadvantage to the power network. However,
if it is considered adequately in the planning stages with
the infusion of necessary redundancies, its benefits to the
broader network reliability far outweigh its shortcomings.
The presence of ICT reduces the levels of standard reliability
metrics such as EENS as evidenced in the examined studies.
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