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ABSTRACT

The threat of cyber-attacks poses a considerable risk to Phasor Measurement Unit (PMU) applications within
Cyber-Physical Power Networks (CPPNs), leaving them susceptible to malicious attacks such as false data in-
jection, time synchronization manipulation, and DoS attacks. Existing studies in the area of cyber security in

CPPNs primarily address broader network security issues, overlooking specific challenges in networks with
Power network security features like PMU integration, highlighting the urgent need to explore vulnerabilities in PMU-based networks for
Smart grid comprehensive understanding. In this study, a thorough analysis is conducted, exploring various cyber-attacks
Synchrophasors targeting PMU-based CPPNs. These attacks are categorized into data integrity, communication network vul-
nerabilities, device spoofing and tampering, and coordinated cyber-physical attacks and subsequently, discussed
in detail, underscoring the pressing need for robust cybersecurity measures. The study not only provides valuable
insights but also outlines future research directions, empowering power system researchers and operators to
enhance the resilience of PMU-based CPPNs against evolving cyber threats. Like the need for more reliability
studies that investigate impacts of cyber-attacks in PMU-based CPPNs. The findings offer a good foundation for
devising effective planning and fortification strategies to navigate the challenges posed by emerging cyberse-
curity threats.

Phasor measurement unit (PMU)

Wide area monitoring systems (WAMS)

Devices (IEDs) and now more commonly Phasor Measurement Unit
(PMUs) [4,5]. PMUs provide synchronized measurements of voltage and
current phasors across the power grid, enabling precise monitoring and
control, forming a synchrophasor-based wide area monitoring system on
CPPNs [6-8]. On the other hand, other IEDs may act as intelligent
sensors and actuators, facilitating communication and control functions
within the system. The orchestration of these components is governed by
advanced control algorithms that optimize the operation of the power
grid. These algorithms leverage real-time data from PMUs and IEDs in
general to make informed decisions, dynamically adjusting parameters
for improved performance, reliability, and resilience [9]. While the
integration of cyber technologies brings unparalleled benefits, it in-
troduces a new set of challenges, particularly in the realm of cyberse-
curity. The interconnected nature of these systems makes them
susceptible to malicious cyber threats that can potentially compromise
the integrity and stability of the power infrastructure [10]. Some CPPN
benefits, challenges and applications are shown in Fig. 2.

The progression of CPPNs introduces inherent vulnerabilities,
including susceptibility to cyber-attacks that involve breaching

1. Introduction

In recent years, the landscape of power systems has undergone a
transformative evolution, marked by the integration of cyber technolo-
gies into the traditional network. This amalgamation, often referred to
as cyber-physical power systems, represents a paradigm shift in the way
we generate, transmit, and distribute electrical power. Cyber-physical
power networks (CPPNs) seamlessly blend the physical elements of
power generation, transmission, and distribution with sophisticated
digital technologies [1]. Traditional components, such as generators and
transmission lines which form the physical layer, are now intricately
connected through advanced communication networks, control systems
and computing devices which form the cyber layer. This integration
allows for real-time monitoring, protection, control, data exchange, and
intelligent decision-making processes. Fig. 1 shows a modern CPPN
infrastructure and advanced applications. CPPNs enhance the overall
efficiency and reliability of the power infrastructure [2,3].

Central to the functionality of CPPNs are Intelligent Electronic
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