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EDITORIAL PREFACE

There are sixteen articles published in this edition. The first article by Adewole,
Akintola, Mabyoje and Ogbomon addressed the issue of knowledge discovery from
large databases using association rule mining. Apriori algorithm was implemented to
discover hidden knowledge from a library database. They reported that borrowing a
particular book may leads to borrowing another book based on the association between
Data structure in C (DS) textbook and Programming in C (C) textbook. These authors
concluded that the discovered pattern can help librarians in restructuring their bookshelf
arrangement, and for book recommendation system and that the system can also help
students to have good knowledge of related books.

Aremu and Olabode developed an efficient cancer classification model by examinining
the existing body of knowledge in the field of molecular biology relating to gene
expression, Artificial Neural Network, Differential Evolution Algorithm and
classification; design a learning mechanism for cancer classification using Differential
Evolution algorithm for Artificial Neural Network; simulate the model designed ; and
evaluate the efficiency of the designed model and compare the results with existing
acclaimed result. They concluded that the result of the simulation gives classification
accuracy of 99.85%, which was slightly higher than the result of the reviewed DE-
LSSVM hybrid model. Bello, Jolayemi, Faruk, and Ayeni addressed the problem of
using visualisation through the use of ICTs to provide a cheap solution built primarily
for the University of Ilorin, a Geographic Information System, to help with the
navigation process. An extreme programming software development model was
employed in the development process to create adequate understanding of the project
and also hasten it up, while ensuring smooth transitions in the development process. The
application was designed and developed using HTML5, CSS3, and Google Polymer for
the client-side of the application program, while the server-side of the application was
developed using JavaScript, Google Maps API, as well as Google Map API for the
routing scheme implemented in the application.

The next article by Udende and Oyewo looked at the political communication and
voting Pattern of Nigerian Electorates in terms of a comparative analysis of the 2011
and 2015 presidential elections. They reported an insignificant difference in the voting
pattern as the 2011 presidential election showed a relatively general geographical spread
in favour of President Jonathan while the reverse is the case in the 2015 presidential
election except that in the 2015 election, President Buhari fails to win any state in the
South-South and South-East geo-political zones. The authors concluded that the voting
pattern has changed insignificantly. Based on the findings, the study recommends the
need for electorate to eschew voting based on ethnic and religious sentiments. Abikoye
and Nwokolo in their article focused an object oriented paradigm for implementation of
Elgamal algorithm. In the proposed system, Object oriented paradigm was designed to
implement a particular public key cryptosystem called the Elgamal Cryptosystem
considered with the help of JAVA Programming language for use over texts. Since the
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Elgamal cryptosystem over a primitive root of a large prime is used in messages; the
proposed system showed how secured messages were sent over the network, and how
the generations of public key was done in an encapsulated way.

Kwanya, Kibe and Owiti looked at the image of academic librarians in Kenya, their
report indicated that majority of academic library users in Kenya perceived an academic
librarian positively as a person, male or female, employed by an academic institution to
organise and manage a library which supports the programmes of the institution. They
also perceived academic librarians to be performing routine clerical roles such as
collecting, keeping, arranging and lending information materials (books) as well as
maintaining order in the library. Jane, Esohe and Dawha focused on the application of
computer technologies to serials services in research institute libraries in North Central
Nigeria. These authors reported that the opinions of librarians on factors constraining
the application of computer technologies to serial services and strategies for
enhancement differed significantly. On this basis, they recommended that library
managements should address irregular power supply; inadequate computer technology
infrastructure and inadequate funding which serve as deterrent to the integration of
computer technologies to serial services in the libraries.

Akakandelwa and Mwafulilwa based on their experience from Lusaka Zambia
investigated the usage of internet health information resources by health professionals at
the University Teaching Hospital, Lusaka. The authors reported that most of the
respondents had access to Internet health information resources on a daily basis.
Furthermore, most of the respondents used Internet health information resources mainly
for research, teaching, communication, and preparation of seminar presentations.
However, the findings showed that most respondents were not familiar with the specific
Internet health information resources subscribed to by the University of Zambia,
resulting into the low utilization of these resources. The authors recommended
improved marketing strategies of the existing Internet health information resources,
improved ICT infrastructure, and introduction of information literacy programmes. A
related article by Okiki focused on the availability of electronic infrastructures and
accessibility of information resources among faculty members in Nigeria Universities.
Okiki reported significant interactive effect of accessibility of information, availability
of electronic infrastructures and electronic information resources among faculty
members in Nigeria federal universities.

The article by Olasinde and Oyewo examined the media and society health by analyzing
the attitude and habit of Nigerian undergraduates towards Ebola Virus (EVD)
information. The authors reported that Ebola is not a spiritual punishment from God but
rather a universal threat which is not restricted to any social class of people. The
outbreak of Ebola had led to a drastic change in health practices of some youths who are
considered very mobile, and that the use of a number of media outlets could be quite
effective and efficient in reaching a profoundly large audience with health campaign
messages. The authors concluded that since known cure or vaccine been established or
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discovered for the virus, individuals should play safe by not engaging in health
compromising practices.

Bariku and Tsegyu article focused on the influence of negative political advertisements
on voters’ choices in the 2015 presidential election in Nigeria. The research report
indicated that while negative political advertisements did not influence the voting
choices of the electorate during the election, as attested to by a majority of the
respondents, negative political advertisements did not also dissuade the voters from
coming out to vote in the presidential election. The authors recommended that political
parties and their campaign organisations should focus more on issues-based campaign
than on attacking their political opponents.

From the education perspective, Odewumi and Falade’s article focused on the impact of
computer assisted instruction packages on junior secondary creative arts in Ogbomoso,
Nigeria. They reported that there was a significant difference between the scores of
students taught creative arts with the computer assisted instructional packages and those
taught using conventional method; and also, there was no significant difference between
the mean achievement scores of male and female students taught creative arts with the
computer assisted instructional packages. Based on these findings, the article
recommended that creative arts teachers should be encouraged to use the Computer
Assisted Instructional Packages for teaching related concepts in Cultural and Creative
arts. Another article from the education perspective by Oyelekan, Aderogba, and
Arowolo looked at the science teachers’ disposition to the Use of electronic books as
resource for science teaching in Ilorin, Nigeria. The results of the study demonstrated
that majority of the teachers indicated positive disposition towards the use of e-books.
While there was no significant difference in the disposition of experienced and less
experienced science teachers the use of electronic books, there was significant
difference in the disposition of male and female science teachers on the use of electronic
books, with males having a better disposition than females. These authors
recommended that proprietors of schools should provide good Internet and computer
facilities in their schools to facilitate easy download of e-books since teachers were
positively disposed to their use.

Bashir, Adebayo, Abdulsalam, Sadiku and Mabayoje in their own article examined a
survey of cloud computing awareness, security implication and adoption in Nigeria IT
based enterprises.They reported that the trend of awareness and adoption were very
minimal with many being sceptical although few businesses were aware of the cloud
technology. The survey also revealed that the stakeholders were precarious of the
security-level of the cloud-based computing. Babatunde in his own article designed a
web based mathematical application for high school in Nigeria using the Javaserver
Faces (JSF) technology framework, Glassfish server and Prime Faces technology to
help students improve and develop their abilities in assignments solution, summations,
mathematics projects and increase their reasoning. The author reported that the
application designed make students grab the understanding of mathematics concepts,
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help solve problems faster and easier, and increase their performance in mathematics.
And lastly, Adeniran provided an analytical framework for use by the university to
decide whether to deploy a RFID based (ID) cards to identify and/or store electronically
the data of staff and student, describing the benefits of RFID technology and its
effectiveness as a security mechanism and also studying its technological features,
current applications, and future trends. The author recommended that the information
from the study may be useful in identifying the kind of data needed to be stored on the
RFID chip to reduce rogue access threat on staff and students’ privacy while
complementing the university’s management.

No doubt, this edition has featured a numbered of interesting articles from authors
locally and internationally. It is on this note that I invite our readers to come along and
review these articles.
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Abstract

The advancement in information technology (IT) infrastructures and the overwhelming pervasive Internet
accessibility has tremendously change the way computing is done in IT based enterprises. The recent
hype of Cloud Computing that utilizes the existing Internet infrastructure to provide pay-as-you-go
services to diverse community of businesses has emerged to alleviate and reduce the cost of computing
tremendously. This paper examined the awareness of the Nigerian business enterprisesand their
readiness in adopting cloud computing. It was found that the trend of awareness and adoption were very
minimal with many being sceptical although few businesses were aware of the cloud technology. The
survey also revealed that the stakeholders were precarious of the security-level of the cloud-based
computing.

Keywords: Cloud-Based Computing, Security Implications, Cloud Awareness,
Cloud Adoption, Enterprises, Technology.

Introduction

Modern day businesses enterprises are more dependent on information technology
infrastructure to conduct their businesses at a more convenient and consistent manner
than before. They are able to gain new ground and provide new goods and services at a
faster rate than before with culminating effect of more customer base and huge profit.
All the benefits derivable form IT based services are not without hitch due to cost
implications of acquisition, set-up and day-to-day running of the IT facility. A huge
investment is also required in software acquisition and maintenance owing to licensing
fees or hiring of in-house developers. In addition to these cost, companies in Nigeria
face an enormous challenge of inadequate power supply from the public power source
and had to depend mostly on internally generated power sources either by running
electricity power generating sets that consume fuel round the clock to avoid interrupted
service or total service failure.

The recent development and paradigm shift in IT infrastructure provisioning where
users access services based on their requirements without regard to where the services
are hosted is referred to as utility computing or more recently as cloud computing
(Buyya et.al. 2009). The basic idea behind this technology is that the hardware and
software infrastructures are provided as a service made available on subscription bases
via pay-as-you- go model to companies who subscribed to it. Companies deployed their
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application on the remote infrastructure without concern on how the underlying
infrastructures will be sourced or provisioned in case of expansion. Cloud provider in
turn operates by providing infrastructure; platform and software application supported
by state of the art data centres.

When IT needs of companies are no more of a concern to them, it afford them the
opportunity to concentrate on their area of expertise and reduce their investments on IT
infrastructures and manpower considerably, thereby gaining adequate and huge returns
on their investments and improve on their corporate culture and improved service
delivery and expertise. How much are the business enterprises in Nigeria aware of this
promising technology and how prepared are they in adopting it? These are the major
research questions that we addressed in this paper. It is worth noting that average
Companies in Nigeria spend substantial amount of money on fuel to power their
electricity generating set in other to keep their IT infrastructure running and a huge
amount keeping IT personnel and other nontechnical staff in charge of IT. By moving to
cloud computing they tend to reduce this cost considerably.

The rest of the paper is structured as follow; section 2 discusses the related works to the
research. In section 3, we provided an expanded review of cloud computing itself
identifying the deployment and service models and the state of cloud computing in
Nigeria. Section 4 presented survey methodology and the key findings and discussions
were followed in section 5 where we also look at the security implication of the cloud
services. The challenges facing Cloud Technology were highlighted in section 6.
Recommendations to improve discussed technology enterprise were discussed in section
7 while the conclusion of the research work is given section 8.

Related works

Several works have been conducted to look into the challenges and prospects of cloud
computing to enterprises business computing. In (Asad, 2009) the challenges facing
adoption of cloud computing were identified to include traditional challenges, security
challenges and technical challenges. He also highlighted that reduced cost in IT
infrastructure investments as the most important benefit of cloud computing. In
( Erdogmus, 2009) other benefits of cloud computing were identified to include
“scalability, reliability, security, ease of deployment, and ease of management for
customers, traded off against worries of trust, privacy, availability, performance,
ownership, and supplier persistence”.

In addition, Motahari-Nezhad et.al (2009 ) briefly discussed the benefits and risks of
using cloud computing from a business perspective. They highlighted the lack of
environments for helping businesses migrate their legacy applications to the cloud. In
addition, they pointed out the difficulties of finding and integrating different cloud
services for a given set of business requirements. They also proposed a conceptual
architecture for a virtual business environment where individuals and SMEs can start
and operate a virtual business using cloud-based services.
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Other works have also survey the of some market research firms have also published
the business potential of cloud computing, IDC a market research and analysis firm
reported that the worldwide spending on Cloud services to be $16 million in 2008 and
projected an increase to $42 billion by 2012. All these points to the importance that
research community are directed toward the benefits of cloud computing. This study is
unique in this direction as itexamines how companies and organizations in Nigeria are
able to identify the benefits this potential technology portends as a catalyst to business
development and their preparedness to adopt this technology.

Cloud Computing

There are many definitions of cloud computing in the research community. However
most of these definitions fell short of full description of Cloud Computing paradigm and
are usually given from the perspectives of individual technology provider in their
whitepapers. A more encompassing working definition was given in a document by the
United State National Institute of Standards and Technology (NIST) which encompass
the consensus areas of cloud computing attributes (Mell and Gance, 2009). NIST
definition of cloud is given as follows:

Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction (Mell and Gance , 2009).. This
definition highlights the basic features of cloud computing and it’s widely acceptability
in most US government documents. The definition also highlights five basic
characteristics of cloud computing to include the following essential attributes:

i. On-demand self-service: Computing resources such as server, network storage etc
can be provisioned to consumer without any interaction with the service provider.

ii. Broad Network Access: cloud service is heterogeneously available over the
network to wide diverse user platforms such PDAs, cell phones, laptops etc.

iii. Resource Pooling: the resources (storage, network bandwidth, etc) provisioned to
the user are heterogeneously, transparently and dynamically pooled by the
providers to the consumers irrespective of their location.

iv. Rapid elasticity: the provided resource can be dynamically scaled-up or scaled-
down according to consumer needs.

v. Measured Service: all the service rendered is utility based and are appropriately
and transparently measured to bill the consumer based on the consumption rate.

Cloud Service and Deployment Models

Different providers such Amazon EC2, Microsoft Azure, Google App Engine to
mention but a few provides diverse cloud service models. The cloud computing service
models currently in vogue include the following.
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Cloud Software as a Service (SaaS)

This service model has the capability to provide provider’s applications running on a
cloud infrastructure to the consumer through various client devices in a thin client
interface such as a web browser (e.g., web-based email). The underlying cloud
infrastructures including network, servers, operating systems, storage, or even
individual application capabilities are under the full control of the service provider.
Only the user specific configuration settings may be required.

Cloud Platform as a Service (PaaS)

The capability provided to the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming languages and
tools supported by the provider. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, or
storage, but has control over the deployed applications and possibly application hosting
environment configurations.

Cloud Infrastructure as a Service (IaaS)

The capability provided to the consumer is to provision processing, storage, networks,
and other fundamental computing resources where the consumer is able to deploy and
run arbitrary software, which can include operating systems and applications. The
consumer does not manage or control the underlying cloud infrastructure but has control
over operating systems; storage, deployed applications, and possibly limited control of
select networking components (for instance, host firewalls).

Cloud Deployment Models:

Private cloud:

The cloud infrastructure is operated solely for an organization. It may be managed by
the organization or a third party and may exist on premise or off premise.

Community cloud:

The cloud infrastructure is shared by several organizations and supports a specific
community that has shared concerns (for instance, mission, security requirements,
policy, and compliance considerations). It may be managed by the organizations or a
third party and may exist on premise or off premise.

Public cloud:

The cloud infrastructure is made available to the general public or a large industry group
and is owned by an organization selling cloud services.
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Hybrid cloud:

The cloud infrastructure is a composition of two or more clouds (private, community, or
public) that remain unique entities but are bound together by standardized or proprietary
technology that enables data and application portability (e.g., cloud bursting for load-
balancing between clouds).

Cloud Computing in Nigeria

Nigeria as one of the developing nations is growing faster in information technology
from analogue to digital and from standalone to distributed computing. However, the
awareness of cloud computing potentiality is still very low in the country. Cloud
computing services and its applications has a huge amount of benefit and opportunity in
Nigeria considering the large number of growing communication and networking
companies operating in the country. Additionally, consider the large number of growing
Small and Medium Scale Enterprises in Nigeria, there is need for the awareness and
application of cloud computing in their businesses in order to assist them economically,
in term of flexibility, effectiveness, Consistency in service delivery, energy efficiency
and security consciousness.

Cloud Security Implications

There are several security challenges arise from the emergence of cloud computing
technology, which require urgent and critical attention in order to facilitate the
effectiveness of the technology and remove fear of its adoption. The security component
could be added to the security layer and be delivered as Security as a Service (Sloan,
2009). He explored and solved the cloud computing technologies and discusses about
the challenges posed in security of technology.

Stringent access controls and data backup schedule (Kaufman, 2009) including tested
encryption schema must be included in the package of cloud computing provider, in
order to ensure maximum Confidentiality, Integrity and Availability. Various cloud
technology available in the market today are not using the same clouds for their
operation, which according to Kim (2009) could eventually result to a situation whereby
cloud integration services will require different approach of security implication. In
another perspective, presently, the cloud computing technology has no any single
regulatory body charge with the duty of regulating the standard of cloud computing
security. There is need for the provision of security requirement parallel to the
requirement of business activities.
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Figure 3.4.1.: Cloud Computing Security Architecture.
Source: (Sloan, K. 2009)

Security Components in Cloud Computing

Authentication and Identification mechanisms are varies for different services in cloud
computing. The most commonly adopted security mechanisms in cloud computing are
What User know (i.e password, token), What User have (i.e Smartcard), and Who User
is (i.e biometric test). The combination of these mechanisms is highly secured than any
other type except for its cumbersomeness. For example Google and Yahoo employ
Request Token mechanism for authentication while Amazon AWS employs a custom
mechanism which mirrors the identification and authentication.

Secure Socket Layer (SSL) technology is a secure web based technology to enhance the
security of communication between the cloud services and consumer activities in order
to prevent all form of foresee Security Threat. All various forms of cloud computing
attacks including XSS, CSRF flaw in indexing design of Zoho have been successful on
cloud and makes it highly vulnerable to attacks (Mansfield-Devine, 2008). Viega, (2009)
propounded that there should always be a verification mechanism in Security as a
Service model (SaaS) to verify client requests before execution in order to prevent an
intruders who may also have access to code binaries.

In order to guarantee the privacy of information hosted on the server in cloud
technology, Data Encryption and Validation is another security component where
information in cloud is encrypted, and can only be decrypted at the client level with a
key. However, it is recommended that data be quickly decrypted at the client level as it
might need high processing power. It is also highly recommended that the cloud
services be runs using https which is a Socket Secure Layer.
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The client of cloud technology should maintain their own data backups in order to
provide a continuous access to their data even at the extreme situations such as data
providers going bankruptcy or disaster at data center etc. (Viega, 2009). Combination of
security mechanisms should also be used to provide a granular security in a cloud
environment. Intrusion Detection is another security panacea for vulnerability detection
in cloud as proposed by Vieira et al. (2009)

Antivirus is another type security mechanisms on the cloud to reduce the threat of
malware. It is however recommended that the antivirus be updated regularly in order to
be up-to-date with the database of the provider. In order to detect various forms of
intrusion within the cloud and prevent them from entering the cloud, Firewalls could be
implemented as software or at the hardware level at each gateway.

The security components in cloud environment is incomplete without relating the Legal
Issues as applicable to the sourcing arrangements of Data Protection Act 1998 (DPA),
confidentiality and Integrity. The intricacies over confidentiality and integrity as well as
database (server) maintainer or owner should be resolved in order to enhance the
security of the cloud. A specific contract should also be made between the service
providers in order to prevent data search and seizure by as proposed by the UK
government as published in the news article Computer Fraud & Security (August, 2009).

Methodology

The Survey Design

A questionnaire was prepared for some staff of Small and Medium Businesses (SMBs)
and Small and Medium Enterprises Development Agency (SMEDAN) of Nigeria, to
find out the adoption, security implication and eventual usage of cloud computing in
their various sectors. The next is finding out whether the claims of the stakeholder on
the existence and exploration of cloud computing are genuine. Personal interview was
also used in order to gather the response of some staff of Small and Medium Businesses
in Nigeria. Finally, the collation of the available data for presentation and analysis is
done. Some of the existence Small and Medium Businesses consulted for the research
are in Communication Sector like MTN Nigeria, Globalcom Nigeria, Multilink Nigeria,
Starcom Nigeria, Education, industry and Banking sector of the economy.

Interviews and Questionnaire

The interview was conducted for the staff of some selected economy sectors to find the
cloud computing existence, cost implication and its security challenges within their
organization. The aim is to evaluate the proliferation of cloud computing and examine
its cost and security implication on the Small and Medium Businesses in the country,
which is one of the determinant of country economy’s growth index. Ten (10) staff each
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were interview in five sectors of the economy i.e Communication, Education, Industry
and Banking. Online questionnaire were also set and dispatched for the general response.
The result of the interview was tabulated and analyzed below:

Table 1: Presentation of the Questionnaire

Fig. 4.1: Bar chart of the result of questionnaire in various sector of economic

Analysis and Discussion of the Results

From the table 4.1 above, it was observed that out of 50 interviewed staff, only 12 staff
attested to the adoption of cloud computing in their organization while the remaining 38
staff confirmed the non-availability of cloud computing infrastructures. It was also
observed that the cost implication of cloud computing as attest by 7 staff out of 12 staff

Staff
Economy
Sectors

Cloud
Adoption (10)

Cost Implication (10) Security
Challenges

Yes No Higher Normal Highly
Secured

Suscep
tible to
Threat
s

Communication 6 4 2 4 2 4
Education 1 9 1 0 0 1
Agriculture 0 10 0 0 0 0
Industry 2 8 1 1 1 1
Banking 3 7 1 2 1 2
Total 12 38 5 7 4 8
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is normal, considering various factors and cost benefits of the technology, which
outweigh its cost implications. The table finally shows that 8 staff out of 12 staff that
attested to the adoption of cloud computing in their organization declined the low level
of security of the technology, while only 4 agree that the security level of the
technology is alright. The deduction from the table was that the awareness of the cloud
computing technology is still very low in Nigeria and those that are aware are afraid of
cost implication in order to subscribe. Also, because of the network oriented nature of
the cloud computing technology, there are lot of security issues that still has to be
patched in order to avoid various vulnerabilities posed by the network.

Challenges of Cloud Computing

The under listed are some of the identified challenges associated with the Cloud
Technology and its deployment.

i. Free service from Provider
ii. Malware Infection (Zero day vulnerability allows USB malware to run

automatically)
iii. Network Intrusions
iv. Online fraud
v. Unauthorized information revealed like patient records

vi. Denial of service attack

Recommendations

The following are the recommendations based on the finding and analysis of the
research work:

1. The Cloud Service Providers should enhance efforts in order to create awareness
on the benefits of cloud computing most especially in the developing nation.

2. The cloud service providers should make an appropriate consideration for the
small scale business to encourage their participation.

3. The cloud computing security should be enhanced to facilitate participation.

Conclusion

It is worthwhile to note that the cloud computing activities and subscriptions in the
developing nation like Nigeria is still very low. The researchers discovered that the level
of awareness among the stakeholders and enterprises is low due to several factors.
Those already engaged in the system is being afraid of the security implication, and
those intend to engage is being scare of cost implication due to the nature of economy of
the country. The cloud computing service providers like Google, Amazon among other
need to double their efforts in creating awareness on the benefits of the system to
encourage those that need the system. Furthermore, the deployment of the system
should be considerate so as not to scare away the interested enterprises.
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