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Abstract

Purpose — The ubiquity of digital surveillance technologies is at the forefront of debates on balancing
collective security while ensuring individual privacy. Ethical concerns of individual privacy, freedom and
misuse are at the crux of ongoing global discourse, with the integration of artificial intelligence into
surveillance further increasing the intrusive nature of these technologies. This study examined students’
perception of surveillance technology and its impact on privacy. Questions articulated from the problematic
bordered around the level of awareness, perception on the impact of surveillance technology, attitude towards
surveillance and beliefs in the regulation of surveillance in educational institutions among others.

Design/methodology/approach — This study was premised on the pragmatic paradigm involving the
integration of both quantitative and qualitative approaches. Data were collected from 450 respondents using a
structured questionnaire.

Findings — Findings revealed a significant association between students’ awareness of surveillance
technologies and their frequency of observing them on campus (y2 = 47.80, df=6, p<0.001; mixed
perceptions of privacy with most respondents (54.9%) feeling their privacy was moderately respected, a
notable minority expressing concern over inadequate protection, and nearly a quarter (24.2%) reporting
behavioural changes due to being watched; and a statistically significant positive relationship between trust in
institutional data handling and confidence in data protection (p=0.144, p<0.01).The qualitative responses
revealed that students acknowledged the usefulness of surveillance for safety, but insisted on clear boundaries
regarding scope, usage and access. This study concluded that surveillance in education was a double-edged
phenomenon that enhances safety and order but raised several challenges that called for deliberate governance
strategies. It was recommended that educational institutions developed clear communication strategies on the
use of surveillance technologies and accompany such with privacy protection policies.

Originality/value — The findings contribute to academic debates on digital ethics, governance and the
balance between security and privacy in learning environments, while offering actionable recommendations
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Introduction

In recent years, the rapid and sustained proliferation of digital surveillance technologies has
led to strong debate and intense deliberation globally over how to ensure balance in the
collective security of lives and property with the protection of individual privacy.
Governments, private corporations and educational institutions are gradually relying on
these systems to track behaviour, gather sensitive data and anticipate threats. It is generally
agreed that such measures are often justified because of the importance of human safety. But
they have, at the same time, raised weighty ethical and legal concerns by eroding and
sabotaging personal privacy rights (Saputra and Handayani, 2024).

Surveillance technologies infrastructure is a vital component of modern society that is
pervading several aspects of personal and public life. Especially, in the view of Wheatley
(2024), the deployment of cutting-edge surveillance facilities, from the prevalent Closed-
Circuit Television (CCTV) networks to sophisticated digital tracking devices, reflects a
momentous technological growth designed to enhance security procedures and monitor
various activities. Still, the ever presence of these technologies has raised a critical ethical
question about privacy, individual freedom and the possibilities of misuse (Wheatley, 2024),

The incorporation of Artificial Intelligence (AI) has further transformed and complicated
the surveillance landscape, making it more prevailing and intrusive. Al-driven systems, most
especially those powered by machine learning, are proficient in processing enormous
torrents of everyday data to detect, analyse and even envisage human actions in real time
(Fontes et al., 2022). This has led to a substantial global investment in Al-enabled
surveillance systems, with facial recognition technology (FRT) emerging as a leading tool
(Nunn, 2001). By mapping and authenticating individuals through facial features, this FRT
also allows institutional authorities to conduct prompt identification across wide
geographical area, from policing and immigration control to the airport security checkpoints.
Nevertheless, the growing deployment of FRT exemplifies the Janus-faced nature of
surveillance technologies: while improving efficiency and safety, they at the same time
deepen growing concerns about privacy, civil liberties and the normalisation of persistent
monitoring (Lai and Rau, 2021).

Building on the perceptions of Saputra and Handayani (2024), the issue of privacy is
understood as a fundamental human right that has been upheld by prominent international
organisations like the United Nations. Yet, digital surveillance poses a grave danger to this
important right by allowing the tracking of people’s movements, the monitoring of their
communications and the massive collection of personal data. Indications from current
studies have suggested that when surveillance becomes extreme, it destabilises public trust
and often creates a “chilling effect,” in which individuals conceal their behaviour because of
the fear of monitoring. Authors like Saputra and Handayani (2024) and Lee, et al. (2012)
further stress that surveillance raises weighty ethical questions tied to consent, autonomy and
fairness. Another vital issue is the absence of transparency, especially because most people
remain uninformed about how extensively their personal data is gathered and used. In
addition, the danger of biased surveillance systems has heightened genuine concerns, since
such biases can reinforce discriminatory practices against category of people who are
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marginalised. Therefore, the question is: what is the perception of students on surveillance Journal of

technology and what is its impact on privacy in educational institutions? Information,

Communication
Theoretical foundation and Ethics in
The Unified Theory of Acceptance and Use of Technology (UTAUT) propose an inclusive Society

framework for understanding students’ perceptions of surveillance technologies in
educational institutions by elucidating how acceptance, resistance and privacy concerns are
socially and institutionally constructed (Bayaga and du Plessis, 2024). Within this theoretical
framework, performance expectancy shapes acceptance to the extent that students perceive
surveillance technologies as enhancing safety, academic integrity or learning outcomes.
However, when benefits appear institution-centred rather than student-centred, scepticism
and resistance increase. Effort expectancy, particularly the invisible or low-interaction nature
of surveillance systems, may facilitate acceptance while simultaneously normalising
monitoring practices and obscuring underlying privacy intrusions (Ilci, 2020).

Social influence highlights the role of institutional authority and peer norms in
compelling compliance, revealing asymmetrical power relations in which acceptance often
reflects obligation rather than consent (Khan, et al., 2024). Facilitating conditions extend
beyond technical infrastructure to include governance mechanisms such as transparency,
data protection and accountability. However, deficiencies in these areas intensify privacy
concerns and erode trust (Sarifudin and Damanik, 2024). Furthermore, moderating variables,
including age, experience and voluntariness, help explain differential privacy perceptions,
with digitally literate students often exhibiting heightened awareness of data misuse and
involuntary participation amplifying feelings of coercion. (Martin and Shilton, 2016).

Importantly, applying UTAUT to surveillance contexts necessitates the integration of
privacy as a critical mediating variable, as behavioural acceptance does not necessarily imply
ethical legitimacy (Reith, et al., 2020). Generally, the framework reframes surveillance
adoption in educational institutions as a contested socio-technical process shaped by power,
governance and privacy ethics, rather than a neutral outcome of perceived usefulness or ease
of use (Venkatesh et al., 2003).

Research questions

RQ1. What is the level of awareness among students regarding the use of surveillance
technologies in their institution?

RQ2. How do students perceive the impact of surveillance technologies on their personal
privacy?

RQ3. How do demographic characteristics influence perceptions of students on
surveillance technology and its impact on privacy?

RQ4. Ts there a relationship between the level of awareness of surveillance technologies
and the frequency with which students notice them in their academic life?

RQ5. Do students’ attitudes towards surveillance (e.g. trust, consent, transparency)
influence their level of comfort with being monitored?

RQ6. Is there a significant relationship between students’ perception of institutional data
responsibility and their confidence in data protection?

RQ7. Do students believe that surveillance in educational institutions should be
regulated by policies that involve student input?
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JICES Hypothesis

H1. There is a significant awareness among students about surveillance technologies
used in their institution.

H2. There is a significant relationship between students’ awareness and their reported
frequency of noticing surveillance technologies.

H3. Students perceive surveillance technologies as having a significant impact on their
personal privacy.

H3. Students’ attitudes towards surveillance significantly influence their level of comfort
with being monitored.

H4. There is a significant relationship between students’ trust in institutional data
handling and their confidence in data not being misused.

H5. Students significantly support policy regulation of surveillance involving student
input.

Literature review

Surveillance system has recently become a pivotal instrument in crime prevention and
investigation. This is because it accelerates evidence gathering and facilitates prosecution,
most especially in tackling organised and serious crimes. For instance, in many developed
societies, electronic surveillance is no longer an exceptional activity but routine, which is
embedded through visible, concealed or semi-obscured cameras and sensors that pervade
both public and private environments (Odoemelam, 2015). Even though legal frameworks
are designed to regulate the use of surveillance technology like CCTV in public arenas, its
use and application range beyond state security to domestic, official spaces and community
locations, where it also functions as a device for social control. Parental monitoring of
children, managers’ oversight of employees and governments’ scrutiny of citizens have
blurred the line between protection and coercion.

We begin by outlining the concept of surveillance state, which is increasingly facilitated
by pervasive sensors, cloud computing infrastructures and the ubiquitous artificial
intelligence systems designed for pattern recognition and behavioural prediction. We then
provide a concise characterisation of four key surveillance technologies that are gaining
traction within PreK-12 schools, universities, educational research and technology design:

* location tracking;

+ facial recognition;

+ automated speech recognition; and

* social media data mining (Niemi et al., 2023).

In recent years, facial recognition technology (FRT) has become one of the commonly
discussed and debated uses of artificial intelligence. It is seen as a double-edged tool; on one
hand, it improves efficiency, security and automation, but on the other hand, it raises serious
ethical, legal and human rights concerns (Shao et al., 2021). FRT works by identifying and
verifying people through their facial features captured in photos or videos, and it has quickly
moved from experimental labs into everyday use in social, commercial and institutional
settings (Mantello et al., 2023).
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Another significant strand of the literature focuses on algorithmic bias and discrimination. Journal of
Empirical studies have demonstrated that many FRT systems exhibit higher error rates when Information,
identifying women, ethnic minorities and younger or older populations, thereby reproducing

Communication
and amplifying existing social inequalities (Shao et al., 2021). Such biases raise serious d Ethics i
ethical concerns, particularly when FRT is deployed in high-stakes environments such as an IC_S mn
policing, education or immigration control, where misidentification can result in material Society

harm.

The debate over surveillance technology is far from settled. Governance in the digital age
is increasingly dependent on constant information flows, and these techniques of monitoring
people have enabled unhindered access, frequently intruding upon privacy (Fernando et al.,
2025). These debates have echoed prior philosophical discourses on the Panopticon and the
disciplinary “gaze,” concepts that have become emblematic of modern systems of
governance. What is significant about the present epoch, however, is the merging
of technological, commercial and policy dynamics, which has amplified the pervasiveness of
surveillance and raised persistent questions concerning its long-term implications. Rather
than diminishing in its importance, this convergence also shows the urgent need for deeper
inquiry into how surveillance technology is reshaping the boundaries of governance and
privacy (Fernando et al., 2025).

At the mechanical level, surveillance technologies rely somewhat on the processes of
observation, tracking, documentation and analysis, which are supported by advanced
information systems. Devices like cameras and sensors gather environmental and
behavioural data, which are carefully stored locally or by means of cloud-based set-ups, and
conveyed through wired and wireless networks relayed to control centres for processing
(Nayyar, Nguyen, and Nguyen, 2019). Technologies like this not only expand the reach of
surveillance but also strengthen the growing entanglement of governance, security and
digital infrastructures in contemporary society.

Significance of the study

This research is imperative because it offers practical and policy understandings of how
students observe surveillance technologies in the university environment. It affords
university authority with direction on how to balance institutional security with respect to
student freedom, although stressing the importance of digital citizenship and privacy
awareness training. At the strategic policy level, the findings of this study can enlighten
institutional and national regulations that defend privacy rights and at the same time, ensure
that surveillance practices are done in an ethical, legitimate and proportionate manner.

In terms of theoretical implications, the research extends the existing deliberations on
privacy and surveillance by revealing how important concepts like the privacy calculus and
panopticons play out in the educational environment. It likewise fills an existing gap in the
extant literature. This is because research in surveillance technology is usually fixated on
workplaces, social media or public spaces, except in the school environment, which is
underexplored. As a result of this, students’ experiences are left out. The research contributes
to and gives renewed perspectives that link education with surveillance and information
ethics, at the same time providing a foundation basis for future research in this area.

Methodology

This study used both qualitative and quantitative methods, guided by a pragmatic
philosophical paradigm. This paradigm offers the epistemological flexibility necessary to
address complex social and behavioural phenomena comprehensively, because it supports
the integration of both quantitative and qualitative approaches. In this case, the quantitative
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JICES component, guided by post-positivism, enabled hypothesis testing through statistical
analysis, while the qualitative component, informed by interpretivism, allowed exploration
of participants’ perceptions. Therefore, the pragmatist approach provides a comprehensive
philosophical foundation for the mixed methods design adopted. Since the student
population for this research is relatively homogeneous that is (similar in age group,
educational exposure and institutional environment), this means the level of inconsistency
among students is low. The implications are that this smaller sample can still reliably
represent the larger population. In this case, statistical sampling theory suggests that once a
sample reaches around 384 respondents, it is acceptable to generalise findings to a large
population (at a 95% confidence level with + 5% margin of error).

In this study, a questionnaire was used as an instrument of data collection. The
questionnaire systematically collected students’ demographic profiles, awareness,
perceptions and attitudes towards surveillance technologies, while assessing their perceived
impact on privacy and eliciting recommendations for ethical and transparent surveillance
practices in educational institutions. The questionnaire adopted a mixed-methods design,
combining structured (closed-ended) items with open-ended questions. Consequently, data
analysis proceeded through two complementary analytical strands: quantitative statistical
analysis and qualitative thematic analysis, followed by integration at the interpretive stage.
Through combined statistical analysis, systematic coding and thematic saturation, this
questionnaire enables a robust, empirically grounded examination of student perceptions of
surveillance technologies and their implications for privacy, autonomy and institutional trust
in educational environments.

The study adopted a non-probability sampling technique, specifically voluntary response
sampling. Although the questionnaire was distributed to the entire population of students in
the University, only 450 students voluntarily responded. Consequently, the sample reflects
self-selected participants rather than a randomly drawn sample. Therefore, with 450
responses, the study not only meets but exceeds this threshold, making the sample
statistically sufficient to reflect the opinions of 20,000 students. Using a sample size of 450 in
a population of 20,000 has yielded a confidence level of about 95% and a margin of error
close to 4.6%, which falls within the acceptable standards for social science research.
Reliability of the instrument used for this research was assessed using Cronbach’s alpha, and
the result yielded a coefficient of 0.84, which indicated that the instrument is highly
consistent and justifies that the scale is reliable.

Results and interpretation

As shown in Table 1, most respondents (65.6%) were between the ages of 18 and 22 years,
indicating that most participants were typical university-age students. A notable 23.6% were
under 18, while only 11% were aged 23 years or older.

Furthermore, in terms of gender, more females (60.7%) than males (39.3%) participated
in the study, suggesting greater female representation in the sample. Regarding the level of
study, a large proportion (78.0%) were pursuing a bachelor’s degree, while 21.3% were
enrolled in diploma, ND or NCE programmes. Postgraduate students made up less than 1%
of the total sample.

However, from Table 1, the study shows that the faculty representation was heavily
skewed towards Mass Communication (91.3%), with only 8.7% from the Computer Science
Department. This reflects the dominant academic background of the respondents.
Meanwhile, most students (84.4%) attended public institutions, while 15.6% were from
private institutions, indicating that the results predominantly reflect perspectives from public
school settings.
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Table 1. Respondents’ demographic characteristics (n = 450)

Variable Category Frequency %
Age <18 years 106 23.6
18-22 years 295 65.6
23-27 years 48 10.7
28-32 years 1 0.2
Gender Male 177 39.3
Female 273 60.7
Level of study Undergraduate (diploma/ND/NCE) 96 21.3
Undergraduate (bachelor’s degree) 351 78.0
Postgraduate (master’s) 2 0.4
Postgraduate (PhD) 1 0.2
Faculty/Department Computer 39 8.7
Mass communication 411 91.3
Type of institution Public 380 84.4
Private 70 15.6

Table 2. Student awareness and exposure to surveillance technologies (n =450)

Item Category Frequency %
Awareness of surveillance technologies Yes 402 89.3
in your institution No 15 3.3
Not sure 33 7.3
Frequency of noticing surveillance Very frequently 193 429
technologies in daily academic life Occasionally 152 33.8
Rarely 93 20.7
Never 12 2.7

Students’ awareness of surveillance technologies in their institution
This section explores students’ levels of awareness and perceived exposure to various
surveillance technologies within their academic environment.

Table 2 shows that a substantial majority of students (89.3%) reported being aware of
surveillance technologies within their institution, while only a small fraction indicated they
were not aware (3.3%) or unsure (7.3%). Regarding exposure, 42.9% of students stated they
noticed surveillance technologies very frequently in their daily academic lives, and 33.8%
reported noticing them occasionally.

Meanwhile, 20.7% noticed them rarely, and just 2.7% indicated they never noticed them.
These findings suggest a high level of both awareness and routine exposure to surveillance
technologies among students.

Perceptions of surveillance technologies and their impact on personal privacy
This section explores how students perceive the impact of surveillance technologies on their
personal privacy, behavioural responses and confidence in the proper use of surveillance
data.

Table 3 presents students’ perceptions regarding how surveillance technologies impact
their personal privacy. Over half of the respondents (54.9%) felt that their right to privacy
was moderately respected, while 32.2% believed it was respected very much. However,
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JICES Table 3. Students’ perceptions of surveillance technologies and their effects on personal privacy

Question Response option Frequency %
To what extent do you feel your right to Very much 145 32.2
privacy is respected? Moderately 247 54.9
Slightly 44 9.8
Not at all 14 3.1
Have you ever altered your behaviour Yes 109 24.2
because you felt you were watched? No 265 58.9
Not sure 76 16.9
Confidence that data from surveillance Very confident 187 41.6
will not be misused Somewhat confident 105 23.3
Not confident 3 0.7
Do not know 155 34.4

9.8% felt only slightly respected, and a small portion (3.1%) reported that their privacy was
not respected at all. This suggests that while most students feel their privacy is reasonably
protected, a notable minority express concerns about inadequate privacy protections.

Also from Table 3, in terms of behavioural impact, 24.2% of students admitted to
changing their behaviour due to the feeling of being watched, indicating a psychological or
behavioural response to surveillance presence. However, a majority (58.9%) reported no
such change, and 16.9% were unsure. Regarding data trust, 41.6% of students expressed
strong confidence that surveillance data would not be misused, while 23.3% were somewhat
confident. However, 34.4% stated they did not know, and 0.7% had no confidence at all,
highlighting uncertainty and potential mistrust among a significant portion of the student
body regarding data security and responsible usage.

Influence of demographic characteristics on students’ perceptions of surveillance
technology and privacy

This section explores how students’ demographic characteristics influence their perceptions
of surveillance technology and its impact on privacy, behaviour and data security.

Table 4 indicates that demographic characteristics significantly influenced students’
perceptions of surveillance technology. Specifically, there were statistically significant
effects of age, F(3, 446)=4.215, p =0.006; gender, F(1, 448)=5.032, p =0.025; level of
study, F(3, 446)=3.761, p =0.012; and type of institution, F(1, 448)=6.109, p =0.014.
However, faculty/department did not show a significant effect, F(1, 448)=0.713, p =0.399.
These findings suggest that factors such as age, gender, educational level and institutional

Table 4. Influence of demographic characteristics on students’ perceptions of surveillance technology

Demographic variable df (between) df (within) F-statistic p-value
Age 3 446 4.215 0.006*
Gender 1 448 5.032 0.025*
Level of study 3 446 3.761 0.012*
Faculty/Department 1 448 0.713 0.399

Type of institution 1 448 6.109 0.014*

Note(s): The dependent variable is Perception, computed as the mean of items; *Significant at p < 0.05
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type are associated with differing perceptions of how surveillance technology impacts
student privacy.

Table 5 presents the results of chi-square tests assessing the influence of demographic
factors on students’ perceptions of surveillance technology’s impact on privacy. Regarding
the right to privacy, significant associations were found for age, x*(9)=18.76, p =0.028;
gender, x*(3) =9.43, p =0.024; and institution type, *(3)=13.68, p =0.003. No significant
relationships were observed for level of study or faculty.

Furthermore, for behaviour alteration, Table 5 indicates that only gender, XZ(Z) =6.21,
p =0.045 and institution type, x*(2) = 7.93, p =0.019, showed significant effects. Age, level
of study and faculty were not significantly associated with changes in behaviour due to
surveillance. Regarding confidence in data misuse, significant effects were found for age,
x*(9)=17.29, p =0.044 and institution type, x*(3)=11.03, p =0.012, while gender, level of
study and faculty did not show significant associations.

Overall, the findings suggest that age, gender and institution type significantly influence
students’ perceptions of surveillance impact. Thus, the hypothesis (H3) is accepted,
confirming that students view surveillance technologies as affecting their personal privacy.

Table 6 reveals students’ perceptions regarding the types of surveillance technologies
used in their institutions. Most respondents (54.3%) indicated that CCTV cameras only were
in use, suggesting that visual monitoring is the most recognisable or visible form of
surveillance. Some students also perceived combinations of surveillance tools, such as
CCTV with biometric attendance systems (8.2%), CCTV with internet activity monitoring
(7.0%) and CCTV with learning analytics tools (4.4%). These findings imply that while
CCTYV remains dominant, a subset of institutions may be using additional layers of digital
surveillance to monitor academic activities and student presence.

Furthermore, Table 6 shows a minority recognising more advanced systems. For instance,
3.5% believed that their institutions use a combination of CCTV, biometric systems, internet
monitoring and learning analytics tools, while 2.3% noted even more comprehensive
surveillance, including facial recognition and location tracking. Technologies used alone,

Table 5. Influence of demographic factors on students’ perception of surveillance technology’s
impact on privacy

Perceived impact on privacy Demographic factors Chi-square df p-value
Right to privacy Age 18.764 9 0.028
Gender 9.432 3 0.024
Level of study 7.892 9 0.544
Faculty 3.441 3 0.329
Institution type 13.682 3 0.003
Behaviour alteration Age 8.334 6 0.214
Gender 6.213 2 0.045
Level of study 5.872 6 0.438
Faculty 2.067 2 0.356
Institution type 7.928 2 0.019
Data misuse confidence Age 17.291 9 0.044
Gender 2.033 3 0.565
Level of study 9.124 9 0.428
Faculty 1.774 3 0.621
Institution type 11.034 3 0.012

Note(s): Significant atp <0.05
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JICES Table 6. Frequency of surveillance technology use in institutions

Technology combination Frequency %
(1) CCTV cameras only 185 54.3
(2) CCTV cameras + biometric attendance systems 28 8.2
(3) CCTV cameras + internet activity monitoring 24 7.0
(4) CCTV cameras + learning analytics tools 15 44
(5) Biometric attendance systems only 10 2.9
(6) Internet activity monitoring only 6 1.8
(7) Learning analytics tools only 6 1.8
(8) CCTV cameras +biometric attendance systems + 12 3.5
internet activity monitoring + learning analytics tools
(9) CCTV cameras+biometric attendance systems + 8 2.3

internet activity monitoring + facial recognition +
learning analytics + location tracking

(10) Location tracking only 1 0.3
(11) None of the above 12 3.5
(12) Other combinations (e.g. CCTV + facial recognition, 33 9.7

CCTV + location tracking, etc.)

such as biometric systems (2.9%), internet activity monitoring (1.8%), learning analytics
(1.8%) or location tracking (0.3%), were less frequently perceived. Additionally, 3.5% of
respondents stated that none of the listed technologies were present in their institutions, and
9.7% identified other combinations, such as CCTV with facial recognition or location
tracking. This suggests that while traditional surveillance is widely acknowledged,
awareness of more sophisticated and integrated systems is relatively limited.

The findings support the first hypothesis (H1), indicating significant student awareness of
surveillance technologies. As shown in Table 2, 89.3% of students acknowledged awareness,
and most reported frequent or occasional exposure. This confirms the visibility and
recognition of surveillance systems across institutions.

Relationship between awareness of surveillance technologies and frequency of student
exposure
In this section, the relationship between students’ awareness of surveillance technologies and
how frequently they notice them in their academic environment was examined using a chi-
square test of independence.

The results in Table 7 indicate a statistically significant relationship between students’
awareness and their reported frequency of noticing surveillance technologies on campus.
The Pearson Chi-Square value of 47.80 with 6 degrees of freedom and a p-value less than

Table 7. Association between student awareness and frequency of observing surveillance
technologies on campus

Test statistic X df p

Pearson Chi-Square 47.80 6 <0.001
Likelihood ratio 35.72 6 <0.001
Linear-by-linear association 31.57 1 <0.001

Downl oaded from http://ww. emeral d. conl jices/article-pdf/doi/10.1108/JI CES-10- 2025- 0279/ 11507623/ j i ces- 10- 2025- 0279en. pdf by guest on 20



0.001 confirms that the association is highly significant. Similarly, the Likelihood Ratio and Journal of

the Linear-by-Linear Association tests also yield p-values below 0.001, reinforcing this Information,

conclusion. ) ) Communication
Hence, From Table 7 since all p-values are well below the conventional threshold of 0.05, and Ethics in

we reject the null hypothesis and accept (H2), confirming that students who are more aware ;

of surveillance technologies are significantly more likely to report frequent observations of Society

these technologies in their academic environment.

Influence of students’ attitudes on their comfort with surveillance (trust, consent,
transparency)
This section explores whether students’ attitudes, specifically trust, transparency and
consent, influence their comfort with surveillance. Understanding these relationships helps
identify key psychological factors shaping students’ acceptance of monitoring practices.
Table 8 showed significant differences in comfort levels based on trust (x*(4) =223.86,
p <0.001), perceived transparency (x*(4)=206.01, p <0.001) and belief in consent
(*(4)=174.11, p <0.001). In each case, higher levels of trust, transparency and consent
were found to positively influence students’ comfort with surveillance. These findings
indicate that students’ attitudes significantly influence how comfortable they feel being
monitored. Therefore, the null hypothesis (H4) is rejected.

Relationship between institutional trust and confidence in data protection
This section examines whether students’ trust in their institution’s handling of surveillance
data is significantly related to their confidence in data protection.

Table 9 presents students’ perceptions of surveillance technologies across several
dimensions. Overall, the total mean score of 3.18 indicates a generally positive perception of
surveillance, falling within the “Good” range (see, Table 9 above). The highest-rated
statements include the belief that surveillance helps keep the campus safe (Mean = 4.09) and
trust in the institution’s responsible data handling (Mean=3.83), both reflecting strong
institutional confidence and acceptance of surveillance as a safety tool.

On the other hand, from Table 9, students expressed moderate concerns regarding privacy
invasion (Mean = 2.68), discomfort with being monitored (Mean = 2.65) and surveillance’s
influence on academic performance (Mean=2.60), showing that while surveillance is
generally accepted, a notable proportion of students remain cautious about its personal
impacts. Interestingly, responses about transparency (Mean=3.40) and consent
(Mean = 3.06) highlight the demand for more clarity and autonomy in surveillance practices.
These findings suggest a balanced view: students recognise the utility of surveillance but still
desire safeguards for personal rights and data protection.

Table 8. Test statistics examining the influence of trust, transparency and consent on student comfort
with surveillance

Variable Kruskal-Wallis H df p-value
Trust in institution to handle surveillance data responsibly 223.858 4 0.000
Transparency about how surveillance is used 206.008 4 0.000
Consent before being subjected to surveillance 174.110 4 0.000

Note(s): All effects significantat p <0.001
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Table 10. Relationship between trust and confidence in surveillance data use Journal of

Information,
Variables Trust Confidence L.
Communication
Trust - 0.144xx and Ethics in
Confidence 0.144%* - .
Society

Note(s): p=Spearman’s rho; p <0.01

Thus, to assess whether students’ perception of institutional data responsibility relates
significantly to their confidence that surveillance data will not be misused, Spearman’s rank-
order correlation was conducted.

Table 10 revealed a statistically significant positive correlation between trust in
institutional data handling and confidence in data protection, p (450)=0.144, p =0.002.
Although the strength of the association is weak, the significance suggests that higher levels
of trust are associated with increased confidence that data collected through surveillance will
not be misused. Therefore, the null hypothesis (H5) is rejected, supporting the claim that
students’ trust in institutional data practices significantly influences their confidence in data
protection.

Students’ beliefs on policy regulation of surveillance and the role of student input

Based on the results presented in Table 11, there is strong evidence to support H5, which
states that students significantly support policy regulation of surveillance involving student
input. A substantial majority (68.9%) of the respondents agreed that surveillance in
educational institutions should be governed by policies that include student participation.
Given this clear majority and the relatively small proportion of dissenting views (12.0%), the
hypothesis is not rejected, confirming that students favour inclusive policy frameworks for
surveillance practices.

In follow-up responses, students generally supported surveillance for safety but
emphasised the need for transparency, privacy protection and involvement in policymaking.
Many called for clear guidelines on monitoring scope, data usage and access. Concerns were
raised about surveillance in sensitive areas, and the importance of informed consent and
ethical data use was stressed.

Technical improvements were also suggested, including upgraded cameras, solar power,
better connectivity and real-time or Al-based monitoring. Students recommended regular
footage reviews and enhanced maintenance.

While most had no additional comments, some highlighted the need to balance security
with privacy through clear communication, responsible monitoring and student participation

Table 11. Students’ opinions on the need for policy regulation of surveillance with student input

Response Frequency %
Yes 310 68.9
No 54 12.0
Not sure 86 19.1
Total 450 100.0
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JICES in shaping surveillance policies. Overall, students want effective surveillance that respects
their rights and builds trust.

Table 12 above provides a comprehensive guide for the interpretation of mean scores
which was obtained from the perception statements measured using five-point Likert scale.
Its implies that numerical averages from the respondents’ ratings can be interpreted into a
clear qualitative meaning, making the findings very easy to understand and review.

For instance, a mean score between 2.61 and 3.40 implies that respondents’ perception is
good, while a mean between 4.21 and 5.00 indicates an excellent perception. This
interpretation framework can assist the researcher group respondents’ attitudes or
perceptions into a very meaningful categories, confirming a consistent in data analysis and
reporting. By and large, the table serves as a decision guide for describing the result from the
survey, letting the researcher to move from raw numerical data to a more interpretable
conclusions about respondents’ perceptions.

Discussion

This research carefully explored students’ perceptions of surveillance technologies in an
academic environment, particularly how it impacts their sense of privacy and autonomy. In
Table 2 for instance, it reveals expressive demographic variation in student perceptions of
surveillance technology: age, gender, level of study and institution type matter, while faculty
does not. These findings reverberate a wider opinion from literature on privacy and
surveillance attitudes are socially patterned and context-dependent (Acquisti et al., 2015;
Birnhack and Perry-Hazan, 2020). The general implication for policymakers and
practitioners is that surveillance governance in education should be evidence-based,
transparent and differentiated, coupling technological deployment with student engagement,
tailored communication and robust privacy protections. For the researchers, results from
ANOVA provide a valuable starting point, but deeper multivariate and qualitative work is
necessary to explain further why these demographic differences arise and how they translate
into behaviour and institutional outcomes.

Using UTAUT as an interpretive lens, the discussion shows that while demographic
moderators remain robust, the model must be critically extended to account for privacy,
power, governance and ethical legitimacy, revealing technology acceptance in surveillance
contexts as contingent, coerced and institutionally structured rather than purely voluntary or
efficiency driven.

Concerning the right to privacy, the significant influence of age (x*(9) = 18.76, p = 0.028)
aligns with previous studies, which suggests that younger digital natives often perceive
surveillance differently in relation to older students, who may be more cautious about their
digital footprints (Deogracias, 2015). Younger students tend to normalise surveillance as part
of their daily digital experience, while older students, on the other hand, may be more
sensitive to potential intrusions into their private autonomy. Likewise, the role of gender

Table 12. Verbal interpretation guide for five-point Likert scale on perception statements

Mean score Perception
1.0-1.80 Very poor
1.81-2.60 Poor
2.61-3.40 Good
3.41-4.20 Very good
4.21-5.00 Excellent
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(¥*(3)=9.43, p=0.024) is consistent with findings from extant literature by Masiero and Journal of
Bailur (2021), who observed that women often express aggravated concerns over privacy, Information,
especially in relation to where surveillance interconnects with issues of safety and
vulnerability. The influence of institution type (x*(3) = 13.68, p =0.003) clearly suggests that
organisational philosophy and governance structures, whether in public or private A
institutions, affect how surveillance is justified and perceived. Research by Yazdanmehr, Society
et al. (2020) confirms that institutional norms often shape students’ acceptance or resistance
to surveillance measures.

The findings show that students’ acceptance of surveillance technologies is not uniform
but is significantly moderated by age, gender and institutional context, with privacy
perceptions shaped less by technological efficiency and more by digital socialisation,
gendered risk awareness and the strength of organisational governance and safeguards.

In relation to behavioural alteration, only gender (x*(2) =6.21, p=0.045) and institution
type (x*(2) =7.93, p=0.019) were significant. This indicates that surveillance technologies
may lead to self-regulation of behaviour, but such effects are not uniformly distributed across
demographics. Women, for instance, may be more likely to adapt their online or offline
conduct under surveillance, reflecting broader patterns of gendered socialisation and risk
perception (Stoycheff, 2020). Institution type further reinforces the idea that surveillance
policies and enforcement vary across educational environments, leading to differential
impacts on students’ behaviour (Andrejevic, 2019).

Regarding confidence in data misuse, both age (x*(9) =17.29, p=0.044) and institution
type (¥*(3)=11.03, p=0.012) showed significant associations. This suggests that older
students may be more aware of the risks associated with data breaches and unauthorised use
of personal information. Such concerns echo global anxieties around data governance and
institutional accountability in the digital age (Zuboff, 2019). The significant role of
institution type again highlights the importance of trust in institutional data handling
practices, as students in private institutions may perceive stronger safeguards compared to
those in public institutions, or vice versa, depending on governance frameworks
(Livingstone et al., 2019).

Anchored in UTAUT, these findings underscore that students’ behavioural self-regulation
and privacy concerns are shaped by moderated pathways of social influence, facilitating
conditions and perceived risk. The unequal distribution of effects across demographic and
institutional categories challenges universalist assumptions of surveillance acceptance and
calls for context-sensitive policy and ethical governance frameworks in educational
institutions.

The results indicate that most students (89.3%) are aware of surveillance technologies in
their institutions, with many encountering them frequently or occasionally. This aligns with
studies showing that surveillance has become a normalised part of daily academic life (Lyon,
2018). The widespread recognition of CCTV cameras (54.3%) as the dominant form of
monitoring reflects global reliance on visual surveillance (Hope, 2019). However, fewer
students recognised less visible tools such as biometrics, internet monitoring or learning
analytics, raising concerns about transparency. Scholars caution that such technologies are
often more intrusive, as they extend beyond physical observation to data profiling
(Andrejevic, 2019).

A smaller group of students noted awareness of integrated or advanced systems
combining multiple surveillance tools, reflecting what Zuboff (2019) terms “surveillance
capitalism,” where institutions maximise oversight through data convergence. Though only a
minority reported awareness of these systems, their recognition points to growing unease
about the expansion of digital surveillance in education.

Communication
and Ethics in
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JICES Critically, these findings raise ethical and pedagogical concerns. Drawing on Foucault’s
(1977; Foucault, 2019) panopticons, constant monitoring can encourage self-regulation but
also risks eroding trust and autonomy. Research further shows that students often view
surveillance as intrusive, undermining academic freedom and belonging (Selwyn and
Cumbo, 2024). The gap between visible and less perceptible monitoring highlights issues of
informed consent and transparency. Effective governance, as Ball (2021) argues, requires
open communication about what is monitored, why it is necessary and how data are used.

The results indicate a significant association between students’ awareness of surveillance
technologies and their frequency of observing them on campus (x° = 47.80, df =6, p <0.001),
suggesting that heightened awareness increases the likelihood of noticing surveillance
devices. This aligns with prior scholarship that links awareness to intensified perceptions of
surveillance and the panoptic effect, whereby individuals internalise the presence of
monitoring and adjust their behaviour accordingly (Foucault, 2019; Lyon, 2018; Monahan,
2017).

Students’ perceptions of privacy reveal a mixed landscape: while most respondents
(54.9%) felt their privacy was moderately respected, a notable minority expressed concern
over inadequate protection, and nearly a quarter (24.2%) reported behavioural changes due
to being watched. These findings reflect documented “chilling effects” of surveillance
(Penney, 2017) and reinforce the role of monitoring as both a protective and disciplinary
mechanism (Selwyn, 2021; Zuboff, 2019).

Confidence in data handling also varied, with 41.6% expressing strong trust, but a
significant proportion remaining uncertain (34.4%) or sceptical (0.7%). Such ambivalence
resonates with critiques of opaque governance practices in surveillance systems,
underscoring the need for institutional transparency and accountability (Andrejevic, 2019;
Ball, 2021).

Overall, the study highlights three implications:

+ awareness shapes both perceptions and experiences of surveillance;

+ privacy is perceived inconsistently, with potential psychological and behavioural
consequences; and

* trust in data governance remains fragile.

These findings situate surveillance in education as both a security measure and a form of
social control, revealing tensions between institutional objectives and students’ rights.

The results presented in Table 10 demonstrate a statistically significant positive
relationship between trust in institutional data handling and confidence in data protection
(p=0.144, p<0.01). Although the strength of this correlation is weak, the significance
suggests that students’ trust in how institutions manage surveillance data is closely tied to
their confidence that such data will not be misused. This aligns with broader research
indicating that trust functions as a precursor to perceptions of fairness and legitimacy in
surveillance practices (Smith et al., 2020). Even when associations are weak, significance
can indicate that trust acts as a foundational variable shaping attitudes towards digital
surveillance (Lyon, 2018).

While the statistically significant association confirms a meaningful link between trust
and confidence in data protection, the weak correlation and potential biases suggest that this
relationship should be interpreted as indicative rather than determinative. The finding
supports the argument that trust matters, but it also highlights the need for multi-dimensional
models that incorporate structural safeguards, legal frameworks and students’ critical
awareness of surveillance technologies.
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One critical point, however, is that the weak strength of association may reflect latent Journal of
scepticism among students, revealing a gap between institutional assurances and students’ Information,
lived experiences with data practices. Prior studies have shown that transparency deficits in
surveillance erode confidence, particularly when students perceive an imbalance of power or
lack of accountability in institutional data use (Livingstone and Third, 2017). Thus, while the ;
positive correlation indicates progress, the relatively low coefficient underscores the need for Society
greater transparency, participatory communication and accountability frameworks.

The findings from Table 11 strengthen this interpretation by revealing that 68.9% of
students favour policy regulation of surveillance with active student input. This strong
endorsement reflects growing demands for inclusivity and participatory governance in
digital monitoring environments. Similar studies in higher education show that students
prefer surveillance systems that are co-designed with stakeholders and emphasise ethical
safeguards, rather than unilateral impositions by administrators (Taylor and Rooney, 2016).
Such findings echo calls within surveillance studies to move away from top-down control
towards deliberative governance structures that incorporate the voices of those being
monitored (Andrejevic, 2019).

The qualitative responses further reveal a nuanced perspective. While students
acknowledge the utility of surveillance for safety, they insist on clear boundaries regarding
scope, usage and access. Their concerns about surveillance in sensitive spaces, emphasis on
informed consent and calls for ethical data governance are consistent with emerging debates
on privacy in educational contexts (Selwyn, 2019). Importantly, the suggestion for technical
improvements, such as Al-based monitoring or solar-powered systems, signals not just
acceptance of surveillance, but a desire for its modernisation, provided it is accompanied by
strong ethical and regulatory safeguards.

Taken together, the findings suggest that trust, confidence and participation are
interdependent factors shaping students’ acceptance of surveillance. The weak but
significant correlation in Table 10 underscores the fragility of confidence in surveillance
regimes, while the strong majority in Table 11 reflects students’ demand for participatory and
transparent governance frameworks. This aligns with the critical discourse that surveillance,
when divorced from ethical practice, risks normalising control and exacerbating feelings of
disempowerment (Zuboff, 2019). Yet, when reframed through inclusive policymaking,
surveillance can be repositioned as a tool that enhances not only safety but also mutual trust
and institutional legitimacy.

Communication
and Ethics in

Conclusion
This study examined students’ perceptions of surveillance technologies within
academic institutions, highlighting how demographic variables such as age, gender,
level of study and institution type shape attitudes towards privacy, behaviour and trust in
data governance. The findings reveal that surveillance is widely recognised and
normalised in educational spaces, with CCTV as the most visible form of monitoring,
though less visible systems such as biometrics and online tracking remain under-
acknowledged. Importantly, perceptions of surveillance are socially patterned: younger
students tend to normalise monitoring, while older students express heightened privacy
concerns; women demonstrate greater sensitivity to behavioural changes under
surveillance; and institutional type significantly influences levels of trust and
acceptance.

Although many students acknowledge the safety benefits of surveillance, concerns
persist over transparency, consent and potential misuse of data. The weak but significant
correlation between trust in institutional data handling and confidence in data protection
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JICES reflects fragile confidence in governance practices. Moreover, the majority preference
for regulatory frameworks with active student participation underscores a growing
demand for inclusivity and accountability in surveillance governance. Overall,
surveillance in education emerges as a double-edged phenomenon: while it enhances
safety and order, it simultaneously raises ethical, psychological and social challenges
that call for deliberate governance strategies.

Limitations of the study

The study is limited by disciplinary bias due to the predominance of communication
students, restricted cultural and institutional diversity, reliance on self-reported data, which is
susceptible to social desirability bias and a cross-sectional design that precludes analysis of
changes in surveillance perceptions over time.

Recommendations

(1) Institutions should adopt clear and accessible communication strategies about the
scope, purpose and use of surveillance technologies. Regular disclosure of monitoring
practices can bridge the trust gap and reduce scepticism among students.

(2) Governance frameworks should involve active student participation in the design,
implementation and review of surveillance policies. Co-creation of policies fosters
legitimacy, inclusivity and stronger acceptance among stakeholders.

(3) Given the influence of demographic factors, institutions should tailor communication
and policy enforcement to different student groups, ensuring that diverse concerns such
as age-related or gender-based differences are addressed fairly.

(4) Surveillance must be accompanied by robust privacy protections, including data
minimisation, anonymisation and strict access controls. Institutions should provide
avenues for grievance redress when students feel their rights have been
compromised.

(5) Students should be educated about both visible and less visible surveillance tools,
enabling informed consent and awareness of potential risks. This can be integrated
into digital literacy programmes.

(6) Institutions should conduct regular audits and impact assessments of surveillance
technologies to evaluate their effectiveness, ethical implications and alignment
with institutional values.

(7) Governments and educational authorities should establish clear regulations guiding
the deployment and management of surveillance technologies in educational
settings, with emphasis on accountability, inclusivity and data protection.
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